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BBeaeHue

OTOT AOKYMEHT SIBASIETCA TEXHUYECKUM MOPSAKOM, coaepXaliuM nHdopMauuto, HeobxoanMyto 455 NOAKAIYEHUS U nocneayoLlero
MCNosib30BaHNsa npoueccuHroeon cuctemol Global Service Gateway, nnn GSG, npegocrasnsemor komnaHunen JerHoruOnline.

[JOKyMeHT npeAHa3Ha4yeH TeEXHUYECKMM crneumannucram, obecneunBatoWwmnM noakitoveHme cuctemol GSG.

TepMUHbI U onpeaeneHns

API, Application Programming Interface — nHTepdenc nporpaMMmMpoBaHns NpuUIOXKeHUN, T.e. HA6OP rOTOBbIX 3/1IEMEHTOB,
npefocTaB/sSeMbIX CEPBMCOM A1 UCNOMb30BaHWUS BO BHELHWX NPOrpaMMHbIX NPoAyKTax.

DOL — rpynna komnaHui leHbrnOnline.
KnueHT — topmaunyeckoe nmuo, 3akaoumellee gorosop ¢ DOL o ToM, 4TO OHO NpuMHMMaeT cpeacTea B nosb3y DOL.
MocTaBlmK (NpoBaiaep) — KOHEYHbIM NoflyyaTenb naartexa, HanpuMep, COTOBbIM onepaTop Wau APYron nposanaep ycnyr.

KoHueHTpaTop NoCTaBLUMKOB (LWt03) — topuanyeckoe nnuo, naptHéEp DOL, KoTopbIv NpefocTaBaseT yCayrm no NpoueccuHry
nnaTexewn B NoOsb3y psaa NpoBaniaepos.

OcHOBHOI 6anaHc KAIMeHTa — CYET, Ha KOTOPbIN NOCTYyNatoT CPpeACTBa, BHECEHHbIE B KAYECTBE aBaHCa K/IMEHTOM B BMAE
6€e3HaNMYHOro AeHeXHOoro nepesoaa. Bantota 6anaHca Bceraa coBnafaeT C BasloTON B3aMMOpacyETOB, YKa3aHHOW B AOrOBOpE.

PernoHanbHbIN 6anaHc KNMeHTa — BUPTYasbHbIA CYET K/IMEHTA B CMCTEME, C KOTOPOro NMpoOu3BOASATCS CNMCAHUS MO niatexam npum
BK/IIOYEHHOM peXxuMe py4yHoro yrnpasfeHUs perMoHanbHbIMU 6anaHcamu. PernoHanbHbI 6anaHc COOTBETCTBYET, KakK npasunso,
CTpaHe Uu pervoHy u BeAETCS B BaslloTe, UCMOb3YEMOM KOHLIEHTpAaTOpaMm MOCTaBLUMKOB B AAHHOM pervoHe.

MepeMelyeHne cpeacTs (TpaHcdep) — pacrnopsikeHne KIMEHTa Ha NepeBos CPEACTB C OCHOBHOIo 6anaHca Ha perMoHasnbHbIii.

Mnatéx (3anpoc Ha BbINAaTy “ BbII'IJ'IaTa) — pacrnopsiXxeHue KJMeHTa O BbinjaTe CPpeACTB B MOMb3y NOCTaBLMKa ¢ onpeaenéHHbIMU
pPEKBU3NTAMMN.

1. DyHKUMOHaNbHbIe BO3MOXHOCTU GSG

Global Service Gateway, nnnm GSG, — npoueccuHropasi cuctema, No3BossioLWas coBepliaTtb naatexmun (B TOM Yncne ¢ nomoulbto API)
B MO/Ib3Y LUMPOKOrO CNeKTpa NMOCTaBLMKOB M3 Pa3fnyHbIX cTpaH[1].

Knnentamm GSG MoryT 6biTb:

— MNaTéXHble CUCTEMbI U TEPMUHANbHbIE CETU, KOTOPbIE XOTAT UCMOb30BaTb BO3MOXHOCTb OMJaTbl B MOJb3y pas/iMyHbIX
npoBanaepos;

— Be6-NpoeKTbl, KOTOpbIe XOTAT 06ecneynTb CBOUM MOJIb30BaTESIM BO3MOXHOCTb BblBOAA CPEACTB B MOJb3Y Pas3fIMYHbIX
nposanaepos.

B pamkax ncnonb3oBaHusa cuctembl GSG rpynna komnaHui [leHbrnOnline npenocrtaBnser CBOMM KMEHTaM crneaytowme
BO3MOXHOCTU:

- MCNonb30BaHWe NIATEXHOrO LW3a AN OTNPaBKKW NaaTexel B Nofib3y LMPOKOro Kpyra NoCTaBLIMKOB YCYr B pa3HbIX
CTpaHax Mupa;

- AOCTYN K KJIMEHTCKOW YacTu CUCTEMbI aAMUHUCTPUPOBAHUS;
- noMolb OT cy6bl Nnoaaepxkn GSG BO BCEX CTpaHax NMpuUcyTCTeus;

— BbIrOAHbIE YC/IOBUS BO3HArpPaXKAeHUsl 3a yCyrv no npueMy rniaTtexen.
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2. MNogknwuyeHune Kk cucrteme GSG

Ona noakntoyeHns k cucteme GSG HeobxoamMmo:

1) 3akntounTb gorosop ¢ AeHbrnOnline (Mo 4gaHHOMY BOMPOCY MOXHO 06pallaThbCa NO aapecy 3/1eKTPOHHOM No4yThl sales@den
gionline.com);

2) nonyumnTb oT [leHbrnOnline naeHTMdUKaTOp KINEHTa U CEKPETHbIN K04, @ TakxXe HanaauTb TEXHUYECKoe B3anMoaencTemne
(no faHHOMY BOMpPOCY MOXHO obpalaTbCs NO aapecy 3/1IEKTPOHHOM noyThl tech@dengionline.com).

Mocne NoAKMOYEHNSI K CUCTEME MO BCEM BO3HUKLUUM OMepaLMOHHbIM BOMpPOCaM KMEHTY HeobxoamMmo obpallaTbCsi Mo aapecy
3NeKTPOHHOM noyTbl merchant@dengionline.com.

3. Mopsaaok BbINMOSIHEHUSA OCHOBHbIX OnepaLui

3.1. [NononHeHune CYETa KJINeHTa

MononHeHne OCHOBHOro 6anaHca KaveHTa NMPONUCXOoANT NOCsIE TOro, Kak K/IMEHT OCyLLeCTBNdAEeT aBaHCOBbIN NNaTéx Ha 6aHKOBCKMM
CcYéT AeHbrnOnline, BOCNONb30BaBLINCb MHCTPYKUMSMU U PEKBU3UTaMU AN Nepesoja CpeacTB, YKa3aHHbIMM B AOrOBOpeE.

3.2. CxeMbl paboTbl B CUCTEME

CyLlecTBYET [iIB€ BO3MOXHbIX CXeMbl paboThl:

1) paboTa c eauHbIM 6anaHCOM — AaHHbIA BapuaHT npeanonaraeT obpalleHne ToNbKo K 0AHOMY 6anaHcy, 0AHAKO B 3TOM ciiyyae
B3MMAaETCs MOBbILWEHHAsH KOMUCCUSI 3@ KOHBEPTAUMIO M NEPEBOA CPEACTB MPU OCYLLECTBIEHMM ONSaT B MoJib3y NpoBaiaepoB B
APYrUX pervoHax.

MTC
KimewT L Jemermionline » Brmatie

G

2) ynpaBfieHue pervoHanbHbiM1 6anaHcaMm — AaHHbI BapuaHT TpebyeT oTCNexXnBaHUs U NOMOJSIHEHMS HECKONbKNX 6anaHcoB
BPYYHYIO, OAHaKO B 3TOM Cllyyae B3MMAETCs MOHMXEHHas KOMUCCUSI 3@ KOHBepTaLuuio U nepesoa. MNoapobHee o paboTe ¢
perMoHanbHbIMM 6anaHcamMm MOXHO NpoYecTb B pasgene 4.9. «[]eiNcTBMSA C permoHasnbHbIMK 6anaHcamm».
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3.3. OnucaHune nnatexewn

MnaTtexun B NoNb3y NOCTaBLUMKOB MOIMYT OCYLLECTBASTLCS C ucnonb3osaHneMm API (MexaHW3M onucaH B pasgene «4.6. 3anpoc Ha
npovsBeAeHue BbiNaaThbl (AencTeBne pay)») nam JinyHoro kabuHera.

3anpoc Ha OCyLLeCTBAEHME BbINaTbl MOXET MPOU3BOANTLCS B ntoboi BantoTe, HO npn 3TOM:

- eC/IM 3anpoc OCYLECTBNEH B BasloTe OCHOBHOroO 6aNaHca K/IMeHTa, TO ClMcaHune co cYéTa KNueHTa 6yaeT oCyLeCTBAEHO
CTPOro B 3aMpoOLIEHHOM pa3Mepe;

- eCnn 3anpoc OCYLLECTBNEH B BaslOTE MoslyyaTens nnaTexa, To Bbinsiata B Nofb3y nposaiaepa 6yAeT ocyllecTsieHa CTporo
B CYMMe, YKa3aHHOW B 3anpoce;

— ecnv 3anpoc caenax B ntobor Apyron BantoTe, KypCbl KOHBEpTauum onpeaensatoTca cuctemon GSG u coobatoTcs KIneHTy
B X0Je NMpOBEepKN PeKBU3UTOB Nnaartexa.

4. OnnucaHme NpoToKosia B3aUMOAENCTBUS

4.1. Obwme nonoxeHnsa paboTbl NPOTOKOSIA B3aUMOAENCTBUS

B3saumogenctBme B paMmkax Hactosiwero API nponssoanTcs nyTém obmeHa coobueHunamu B dopmate XML no agpecy http://gsg.de
ngionline.com/api (Ans GSG Bepcun 1.x URL cneaytowmii: http://paygate.dengionline.com/apiv2). Npu BO3HWUKHOBEHMN Npobnem
c obpalleHneM K yKasaHHbIM agpecaM K/IMEHTY PEKOMEHAYETCS CBA3aTbCs CO CNeunasmcToM Nno NoAKIYEHNI0

koMnaHuu JeHbruOnline.

Koaunposka coobuieHnin — UTF-8. 3anpoc nepegaetca metogom POST B Tesne 3anpoca.

B xoae B3anmogencTems knueHTa n JeHbrnOnline KNMEHT oTnpaBnseT 3anpocbl Ha CoBepLUeHMe AeNCTBUIN, a cuctema GSG paet
OTBET O COBEPLUEHNN NN HEBO3MOXHOCTU COBEpPLUEHNS AAHHOMO AENACTBUS.

4.1.1. Obwas cTpyKTypa 3anpoca u oTeeTa

Tabnuua 6a30BbIX NapaMeTpoB 3anpoca
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MapameTp OnucaHune Twun pgaHHbIX 0O6s3aTenbHOCTb
project ID knuenTa B cucrteme GSG integer aa
timestamp [JaTta n BpeMs BbINO/IHEHUS integer, Unix time aa

3anpoca
sign Lndposas noanuce 3anpoca string aa

CTpokoBasi nepeMeHHas,
nonydyaemas rno cneayroLiemy
anropuTMy:

$signString = md5
($timestamp .$project .
$action . $params . $secret)

roe

$timestamp —
3HaYeHne 3/1EMEeHTa
<timestamp> u3
3anpoca,

$project —
naeHTudmnkaTop
KNWeHTa,

$action — 3HaueHune
3neMeHTa <action> u3
3anpoca,

$params —
KOHKaTEHUpPOBaHHbIE
3HayeHUsl 37IEMEHTOB U3
y3na params,
0TCOPTUPOBAHHbIE MO
MMeHaMm,

(Hanpumep, ansa Taros Buaa
<params><aaa>vl</aaa><
zzz>Vv2</zzz><bbb>v3</bb
b></params> cTpoka 6yaeT
mMeTb Bua: viv3v2)

$secret — ceKkpeTHbIl
KJIOY MPUSIOXKEHNS.
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action NaeHTudukaTop xxenaemoro string aa

aencrems
BO3MOXHble 3Ha4YeHus:

® paysystems —
nony4yeHune cnucka
DOCTYMHbIX
cucTeM - nonyyaTenem
nnaTtexa u ux
napameTpos;

® rates — nony4deHue
CMNCKa KypcoBs
KOHBepTaunn BanioT;

® main_balance —
nonyyeHune cyMmsl
OCHOBHOro 6anaHca;

® check — npea3anpoc Ha
npoeeAeHne BbiNnaThl;

® pay — 3anpoc Ha
npoBeAeHne BbiNnaThl;

® pay_status — nony4yeHue
cTaTyca TpaH3akuum no
ee naeHtTudmukarTopy;

® errors — nosiy4yeHue
cnmncka Koaos
yBeAOMJIEHUN U UX
onuncaHui;

® balances — nony4yeHue
CMNCKa pernoHanbHbIX
6anaHcoB n nx
3HaUYEeHU;

® balance_transfer —
pacriopsikeHue Ha
nepesoj CpeAcTB Mexay

6anaHcamu.
params JononHutenbHble napamMeTpbl  string / integer B HeT
3anpoca K cucreme 3aBUCUMOCTMU OT

nepesaBaeMon MHpopMaumn

BO3MOXHble BNOXEHHble
3/1eMeHTbl Tara params
npuBeAeHbl B onNucaHum
KaXkaoro AencTeus.

Tabnuua 6a30BbiX NapaMeTpoB oTBeTa

MapameTp OnucaHue Twun gaHHbIX 0O6s3aTenbHOCTb
status cTaTyc 3anpoca integer aa

Hanpumep, 1 o3HayaeT, yTo
3anpoc OTOCMaH yCnewHo;
Bbiwe 10 — owwnbka.

timestamp [aTa n BpeMs BbINO/IHEHUS integer Aa
3anpoca
reference YHUWKasbHbIA HOMEpP integer na

onepauunn B CUCTeMe
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O6wmnii BMA 3anpoca

<?xml version="1.0" encoding="UTF-8"?>
<request>
<project>[ID Knuenta]</project>
<action>[WNaeHTndunkatop xenaemoro gencremna</action>
<timestamp>[/[laTa n BpeMs BbINONHEHMS 3anpoca]</timestamp>
<params>
[Bo3MOXHbIe AOMONHUTENbHbIE NapaMeTpbl, 3aBUCUT OT TUMa XenaeMoro AencTBus]
</params>
<sign>[Moanuck 3anpoca]l</sign>
</request>

O6Lwmnin Bna oTBeTa

<?xml version="1.0" encoding="UTF-8"?>
<response>

<status>[cTaTyc 3anpoca]</status>

. - B 3aBUCUMOCTM OT AENCTBUS BO3MOXHbI AOM. NapamMeTpbl
</response>

4.2. lNony4yeHne cnnucka AOCTYMNHbIX CUCTEM — MoJsiydaTenen nnartexa
N nX NapaMeTpoB (Aencrteme paysystems)

B cucteme goctynHo nopsaka 10 TbicsaY cepBMC-MPOBalAepoOB, N UX KONIMYECTBO MOCTOSIHHO yBennymnBaeTcsi. KnMeHT MOXeT B
No60i MOMEHT MONYYUTb aKTyasnbHY MHMDOPMaUUIO O NepeyvHe AOCTYMHbIX nNpoBargepos vepes API (dbopma 3anpoca u oTBeTa
AelcTBMSA paysystems npuseaeHa HUxe).

MpumMep Tabnuupl ¢ MHGOpMaLMeln o npoBanaepax:

MnaTtexHas HassaHue MWHUManbHbIN MakcunmanbHbIf OnucaHve RegExp**
cuctema* nnaTex nnaTex
1 WebMoney WMR 10.00 15000.00 Homep kowenbka /AN [rR][\d]{10,12}
(ocMmm) $/
2 QIWI-kowenek 10.00 15000.00 Homep /A\d]{10}$/
Poccus QIWI-Kkowenbka
(TenedoHa, Ha
KOTOPbI OH
3apermcTpmpoBaH)
3 MTC (Poccus) 10.00 15000.00 Homep TenedoHa /AN\d]{10} %/
4 MeradgoH (Poccunsi,  10.00 15000.00 Homep TenedoHa /ANN\d]{10}%/
Bce unnansl)
5 Bunaiin (Poccus) 10.00 15000.00 Homep TenedoHa /N\dI{10}$/
6 SIM-kapTa 50.00 15000.00 Homep TenedoHa /N3725[\d1{7}$/
GoodLine (+3725xXXXXXX)
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10

12

13

14

15

16

17

18

19

21

22

23

24

25

26

27

28

TELE2 (Poccus)

lMepeBoa
MasterCard Money
Send (MCMS)

Tpukonop.TB -
NINYHbBIN cyeT

MTC (YkpaunHa)
Beeline (YkpauHa)
Life:) (YkpauHa)
MTC (benopyccus)

Velcom
(Benopyccus)

Diallog
(Benopyccus)

Life:)
(Benopyccus)

WebMoney WMR
HTB+

WebMoney WME
WebMoney WMZ
WebMoney WMU

QIWI-kowenek
YKpaunHa

QIWI-kowenek
Benopyccus

QIWI-Kkowenek
KazaxcraH

QIWI-kowenek
Poccus
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10.00

10.00

10.00

10.00

10.00

10.00

10.00

10.00

10.00

10.00

10.00

1.00

1.00

1.00

10.00

10.00

10.00

10.00

15000.00

14831.00

15000.00

15000.00

15000.00

15000.00

15000.00

15000.00

15000.00

15000.00

15000.00

15000.00

15000.00

15000.00

15000.00

Homep TenedoHa

Homep TenedoHa

Homep JlnyHoro
cyeTa

Homep TenedoHa
Homep TenedoHa
Homep TenedoHa
Homep TenedoHa

Homep TenedoHa

Homep TenedoHa

Homep TenedoHa

Homep Kkowlenbka
Homepa cueTa

Homep Kkowlenbka
Homep kowlenbka
Homep Kkollenbka

Homep
QIWI-kowenbka
(TenedoHa, Ha
KOTOPbI OH
3apermcTpmpoBaH)

Homep
QIWI-kowenbka
(TenedoHa, Ha
KOTOPbIl OH
3apermcTpmpoBaH)

Homep
QIWI-kowenbka
(TenedoHa, Ha
KOTOPbIl OH
3aperncTpmpoBaH)

Homep
QIWI-kowenbka
(TenedoHa, Ha
KOTOPbI/ OH
3aperncTpmpoBaH)
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29 QIWI-kowenek 10.00 15000.00 Homep /7~373[\d]{8,9}%$/
MongoBa QIWI-Kkowenbka
(TenedoHa, Ha
KOTOPbIl OH
3aperncTpmpoBaH)

33 AHpekc.[eHbrun 0.01 15000.00 Homep kowlenbka /™M\d{11,15}$/
10322 KasaxctaH.ASTEL 1.00 14999.00 Homep TenedoHa /N77[\d1{9,10}$/
12214 Beeline KasaxcrtaH 1.00 14999.00 Homep TenedoHa /N77[d1{9,10}%$/

1000004 K-cell (Kasaxctan) 10.00 15000.00 Homep TenedoHa /N77[\d]{9,10}3%/
1000006 NEO (KasaxcTaH) 10.00 15000.00 Homep TenedoHa /N77[\d]{9,10}3$/

* ID nnaTeXxHoM CUCTEMBI.

** PerynsipHoe Bblpa)keHne ANs NMpOBEPKN BAaNMAHOCTU akKayHTa nnatexHon cuctemol. Hanpumep, \d{10,12} o3HauaeT, 4TO
nonyctumsl umdpbl oT 10 go 12 wTyk noapsa.

3anpoc Ana NoayvYeHUs CnmMcka AOCTYMHbIX NPOBaNnAEpPOB COAEPXUT TONbKO obs3aTenbHble obwme napamMeTpbl.

MNocne 06paboTkn NepeaaHHbIX KIMEHTOM AaHHbIX CucTeMa npucbinaeT oTBeT B hopmaTe xml, coaepxalwnii, NnoMMMo
ob6s13aTeNbHbIX, Cneaylowmne Taru:

MapameTp OnuncaHune Tun gaHHbIX 0O6s3aTenbHOCTb

B Tare paysystem (Tar, noa KOTOPbIM rPynNnMpyeTcs onvMcaHMe O4HOW MIAaTEXHOM CUCTEMbI) NMepeaalTcs creayowme

napameTpbl:

id naeHTudbunkaTop integer na
cucTeMbl-nonyyartens

tag MHEMOHWYeCKMN I string (255) HeT
naeHTudbunkaTop
cucTeMbl-nosnyyartens
alias

title HanuMeHoBaHune string (255) na
cucTeMbl-nonyyartens

jhame HanMeHoBaHune string (255) HeT
opMaAnNYecKoro mua

region naeHTudbukaTop string (3) aa
pernoHaneHoro 6anaHca, kK
KOTOPOMY OTHOCUTCSI CMCTEMa

min_amount CyMMa MUHMMasnbHOMN decimal (11.4) pasgenutens Aa
eAVHNYHOW BbINaThbl — Touka

max_amount CyMMa MaKkcuMasbHoMn decimal (11.4) pasgenutens na
eAVHWYHO BbINaThbl — Touka

account_name Moackaska, YTo Mep4YaHT string HeT

XO4YeT NoNyynTb
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account_regexp perynsipHoe BblpaXxeHue Ans string aa
NpoBepKN akKayHTa — rno
HEMY OH MpOBEepseT TO, UTO
X04eT nonyynTb. Hanpumep,
HoMep TenedoHa

B Tare params nepeaaroTcs c/ieaylolime napamMeTpbl, oTpaxawwme cneundunyeckme 4ns nonyyaTtens sannaaTopbl:

name 1MMs nNapameTpa, npu 3anpoce  string HeT
Ha BbINAaTy - UMs Tera B Tare
params

Hanpumep, ana Bbinnat B
MCMC — ®WO nonyuatens
nnatexa

descr onucaHue napameTpa string HeT

Hanpumep, ans BbinnaTt B
MCMC — paTa ucre4yeHus
CpoKa AeNCTBUS KapTbl

regexp perynsipHoe BblpaxeHue A string HeT
NpoBepKU napameTpa

Hanpwumep, ans Bbinnat B
MCMC — TenedoH
nonyyatensa nnatexa B
MexayHapoaHoM dopmare,
6e3 3Haka «+»

MpuMep 3anpoca

<?xml version="1.0" encoding="UTF-8"?>

<request>
<action>paysystems</action>
<project>1234</project>
<timestamp>1358429485</timestamp>
<sign>d5fc59667fdae3f97e7527beed553d80</sign>

</request>
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Mpumep oTBeTa (ycnex)

<?xml version="1.0" encoding="UTF-8"?>
<response>
<status>1</status>
<reference>25235</reference>
<timestamp>1358429487</timestamp>
<paysystems>
<paysystem>
<id>23</id>
<tag>webmoneywmz</tag>
<title>WebMoney WMZ< /title>
<min_amount>1.00</min_amount>
<max_amount>0.00</max_amount>
<jname></jname>
<account_name>HomMep kowenbka</account_name>
<account_regexp>/"[zZ][\d]{12}$/</account_regexp>
<region>us</region>
</paysystem>
<paysystem>
<id>31</id>
<tag>skype</tag>
<title>Skype — nononHeHue cuyeta B USD</title>
<min_amount>0.00</min_amount>
<max_amount>15000.00</max_amount>
<jname></jname>
<account_name>JlornH Skype</account_name>
<account_regexp>/~[a-zA-Z0-9\-\.\ _]+$/</account_regexp>
<region>us</region>
</paysystem>

</paysystems>
</response>

Mpumep oTtBeTa (owmnbka)

<?xml version="1.0" encoding="UTF-8"?>
<response>
<status>14</status>
<reference>25237</reference>
<timestamp>1358430240</timestamp>
</response>

4.3. Nony4yeHne cnncka KypcoB KOHBepTauum BantoT (aencreme rates)

B cucteme goctynHo okono 40 BantoT. KnueHT MoxeT B /1060 MOMEHT NONYYnUTb akTyasbHY0 MHMOPMaLMIO O Kypce KOHBepTauum
ABYX BastoT APYr K APYry WAV OAHOM BantoTbl KO BCeM BantoTaM B cucteme yepes API (dbopma 3anpoca v oTBeTa AelcTBUSA rates
npuBeAEHa HUXe).

Mpumep Tabnuubl ¢ MHdOPMaLMen 0 Kypcax KOHBepTaLuu BasoT:

HaTta BYR EUR JPY usbD
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21.10.2012 0.0036 RUB*** 40.1606 RUB
22.10.2012 0.0036 RUB 40.1606 RUB
23.10.2012 0.0036 RUB 40.3226 RUB
20.11.2012 0.0037 RUB 40.4858 RUB

* B AaHHOM cfiyyae BbiBeAeHa MHbopMaLmMs 3a Mecal,.

** HanmeHoBaHue BantoTbl 1Mo ISO 4217 (TpexbyKBEHHbIN KOA).

0.3880 RUB 30.7692 RUB
0.3880 RUB 30.7692 RUB
0.3882 RUB 30.8642 RUB
0.3897 RUB 31.6456 RUB

*** B kayecTBe KOHBEPTUPYEMOW BantoTbl 6bin BbiIGpaH poccuiickuii py6ib.

3anpoc Ana NofyvYeHUs Crnmcka KypcoB KOHBepTauuMu BanioT NOMMMO 06a3aTeNbHbIX 06WMX NapaMeTpoB AO/IKEH COAepXaTb B Tare

params cfeaytolmue napameTpbl:

MNapameTp

date_from

date_to

curr_from

curr_to

OnucaHue

[aTa, HaunHas c KoTopoW
HEo6X0ANMO MOJTYYUTb KYPChbl
BasoT.

[aTta, no KoTopyto
Heo6X0ANUMO MOSTYUYUTb KypCbl
(BK/IIOUYMTENBHO).

BantoTa, Kypc KOHBepTauum
KOTOpOW B APYrYylO BanoTy
(BantoTbl) KINEHT Xo4eT
y3HaTb

BantoTa, Kypc KOHBepTauuu B
KOTOpPYIO BbIBOAUTCS

Twun gaHHbIX

JaTa B dopmaTte IMTT-MM-44

[ata B dopmaTte MTT-MM-04

string / integer

ISO 4217

string / integer

ISO 4217

06s3aTenbHOCTb

Aa

HeT.

Ecnv He ykasaH napameTp
date_to, To 6yayT Bbi6paHbl
BCe KypCbl MO TEKYLUYl AaTy
(BKNOUNTENDBHO).

Aa

Her.

Ecnu He ykasaH napameTp
curr_to, To 6yayT BbibpaHbI
BCE KYpPCbl KOHBEpTaUUKn No
OTHOLLEHUIO K BankoTe,
YyKa3aHHOM B napameTpe
curr_from.

Mocne 06paboTkn nepeaaHHbIX KIIMEHTOM AaHHbIX CucTeMa npucblnaeT oTeeT B popmaTe xml,
cogepXxawmin, NoOMMMO NapaMeTpoB, NepeaaHHbIX B 3anpoce, 1 06sa3aTenbHbIX NapaMeTpoBs, cleaytoume
Tarm — Tar rates, nog KOTOpbIM FPYNMAMPYHOTCS BCE ONMMCAHMA KypCcOB KOHBEpTauuu, Tar rate, nog
KOTOPbIM FPyNNMpyeTCcs OnNnucaHme Kypca KOHBepTauuu Ans ABYX BallOT, U Tor Kypca KOHBEpTaUuu:

MapameTp

conversion_rate
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OnucaHue

Kypc KoHBepTauuu ans AByX
BaoT

Twun gaHHbIX

decimal(11.4) paspenutens
— Touka
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0O6si3aTenbHOCTb

Aa
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lMpumep 3anpoca

<?xml version="1.0" encoding="UTF-8"?>
<request>
<action>rates</action>
<project>1234</project>
<timestamp>1358497465</timestamp>
<params>
<date_from>2012-10-18</date_from>
<date_to>2012-11-28</date_to>
<curr_from>usd</curr_from>
<curr_to>rub</curr_to>
</params>
<sign>28c361cc34b3a565928dbf1d9d105447</sign>
</request>

Mpumep oTBeTa (ycnex)

<?xml version="1.0" encoding="UTF-8"?>
<response>
<status>1</status>
<reference>12</reference>
<timestamp>1358497469</timestamp>
<rates>
<rate>
<date>2012-10-18</date>
<curr_from>840</curr_from>
<curr_to>643</curr_to>
<conversion_rate>30.3727</conversion_rate>
</rate>
<rate>
<date>2012-10-19</date>
<curr_from>840</curr_from>
<curr_to>643</curr_to>
<conversion_rate>30.3727</conversion_rate>
</rate>

</rates>
</response>

Mpumep oTBeTa (OWMbBKA)

<?xml version="1.0" encoding="UTF-8"?>
<response>
<status>15</status>
<reference>25150</reference>
<timestamp>1358330820</timestamp>
</response>
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4.4, Nony4yeHne cyMMbl OCHOBHOro 6anaHca (aencreme main_balance)

B nto60ii MOMEHT K/IMEHT MOXET y3HaTb CyMMYy CBOEro OCHOBHOro 6anaHca. MpuMepbl 3anpoca 1 oTBeTa A4Na AeNCTBUSA
main_balance npuBeaeHbl HUXe.

3anp0c Ana nony4vyeHna CyMMbl OCHOBHOIO 6anaHca COAEPXUT TONIbKO oba3aTenbHble obwme napamMeTpbl.

Mocne 06pa6OTKM nepefaHHbIX KIMEHTOM AaHHbIX CUcTEMa NpuUCbINaeT OTBET B q)opMaTe xml, co,a,ep»(au.wlﬁ, noMnMMo
oba3aTenbHbIX, CneayoLmne Taru:

MapameTp OnuncaHune Twun gaHHbIX O6s3aTenbHOCTb

balance 6anaHc npoekTa B ero decimal aa
6asoBoli BanoTe

currency BasntoTa 6anaHca string / integer za

ISO 4217

MpuMep 3anpoca

<?xml version="1.0" encoding="UTF-8"?>

<request>
<action>main_balance</action>
<project>1234</project>
<timestamp>1358428855</timestamp>
<sign>9a5dd480ba0901cf9854a035652b4094 </sign>

</request>

Mpumep otBeTa (ycnex)

<?xml version="1.0" encoding="UTF-8"?>
<response>
<status>1</status>
<reference>25231</reference>
<timestamp>1358428857</timestamp>
<balance>105800.95</balance>
<currency>643</currency>
</response>

Mpumep oTBeTa (owmbKa)

<?xml version="1.0" encoding="UTF-8"?>
<response>
<status>17</status>
<reference>25224</reference>
<timestamp>1358426231</timestamp>
</response>

4.5. MNpensanpoc Ha npousseaeHne Bbinnatbl (aencremne check)
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Mepen ocyllecTBNEHMEM BbINaThl KIMEHTY HEO6X0AMMO NPOBEPUTL, MOXET NN KJIMEHT AeNnaTth BbiNAaTy B yKa3aHHYH MaaTeXHYo
CUCTEMY, AOCTATOYHO SN Y HEro AeHer Ha CYeTy, eCTb /I B NJ1IaTEXHON CUCTEME COOTBETCTBYHOLMIA aKKayHT, @ TakXe Nony4nTb
HOMep MHBONCa AN OCyLecTBAeHUs BbinnaTtbl. [ns aToro nocpeactsom API ocywiecTBnseTcsa npeasanpoc Ha NnpousseaeHune
BbINNaThl (NpMMep 3anpoca 1 oTBeTa Aelcteus check npuBeaeHbl HMXE).

3anpoc, npeaBapsiowuii Npon3BeeHe BbinaaTbl, MOMUMO 0653aTe/bHbIX 06LWMX MAapaMeTpoB AO/KEH COAepxaTb B Tare params C
nefylolme napaMeTpsbl:

MapameTp OnucaHune Twun gaHHbIX 0O6s3aTenbHOCTb

txn_id ID TpaH3aKkuun BO BHeLUHeN string (255) Het

cucteme (Cucrteme npoekTa) Ecn yKasaH, To 3aTem ero
I

NB: ecnu ID 3agaH, TO OH MOX>XHO MCMOJsIb30BaTh B
AO0JKeH 6bITb YHMKaNbHbIM, B nencreuax pay u pay_status.
NPOTUBHOM crniyyae byaeTr

BO3BpalleHa ownbka «Takomn

HOMep TpaH3aKuuu yxe

ecTb».

paysystem ID cuctembl-rnionyyvartens integer / string ha
BbINnaTt B cucteme GSG

account ID akkayHTa B cucteme integer / string [Oa
nony4yarens nnatexa,

HanpuMep, HoMep KapTbi Ons sbinnat 8 VMT/MCMC B

3anpoce A0/MKHbI 6bITb
nepeaaHbl NapameTpsbl:

® name (string) — ®NO
nony4yartens nnarexa
(BoMKHBbI coBnaaaTth C
MMEeHeM Ha KapTe);

® expiry (integer) — paTta
NCTeYeHns cpoka
Aencrens kapTol (B
dopmaTe MMIT);

® phone (integer) —
TenedoH nonyyartens
nnatexa B
MeXxayHapoaHOM
dopmaTe (6e3 3Haka +);

® account (integer) —
HOoMep 6aHKOBCKOW
KapThbl.

Ons seinnat B Contact B
3anpoce A0MXKHbl 6bITb
rnepefaHbl NapaMeTpbl:

® point_id (string) — ID
TOYKM;

® account (string) —
dhamMunmsa n ums
nonyyartens naarexa.
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amount CyMMa BbInnaThbl integer / double (4) HeTt

Ecnu He ykasaHa cymMma
nnartexa, eé Heo6xoaAnMo
6yneT nepepaTb B Yucne
napameTpoB AeNCTBMS pay.
Ecnu cymma He ykasaHa, B
yncne pesynbTaToB AENCTBUS
check 6yayT oTo6paxeHbl
KypCbl nNepecyéTa us BasntoThbl
3anpoca B BanoTy
nonyyatens nnatexa. Ecnum
)Xe CyMMa ykasaHa, byaer
BblBeZleHa MHGOopMaums o
KOHBEpPTaUnun.

currency ID BantoTbl NnaTexa string / integer Het (da - ans pabotbl C

pervoHanbHbIMK HanaHcamu)
ISO 4217

Ecnu B uncne napamerpos
3anpoca He 6bi1 nepeaaH
naeHTudunKaTop BankoThl,
cucTeMa cYuTaeT, YTo cymma
niaTexa ykKasaHa B BasoTe
OCHOBHOro 6anaHca npoekTa.

Mocne 06paboTkn nepeaaHHbIX KIMEHTOM AaHHbIX CucTemMa npucbiiaeT oTBeT B popMmaTe xml, coaepkalinii, MOMMMO
o6sA3aTenbHbIX, Cneayolme Taru:

MapameTp OnucaHune Tvn AaHHbIX 0Ob6s3aTenbHOCTb

invoice Homep nHBolica. integer na
Wcnonb3yiTte ero ang
AencTBuiA pay mn pay_status

income currency="XXX" CyMMa 1 BaJitoTa 3arnpoca Ha integer (cymma); nNa?
BbINNaTty
integer / string ISO 4217
(BantoTa)
amount currency="XXX" CyMMa 1 BanTa OCHOBHOIO integer (cymma); na
6anaHca npoekTta
integer / string ISO 4217
(BantoTa)
outcome currency="XXX" CyMMa 1 BasltoTa BbinsaThbl B integer (cymma); na
cucteme-nony4yartene
integer / string ISO 4217
(BantoTa)
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rate income="XXX" KYpCbl KOHBEpTaUuu: decimal(11.4) paspenutennb ha

outcome="XXX" total="XXX" — Touka
income — n3 BasntoTbl

3anpoca B BanoTy 6anaHca
npoekTa;

outcome — 13 BantoThl
6anaHcbl NpoekTa B BanOTy
cuUCTeMbl-MnonyyaTens;

total — 3 BantoTbl 3anpoca B
BasIlOTy CUCTEMbI-NOJyyaTens

lMpumep 3anpoca

<?xml version="1.0" encoding="UTF-8"?>
<request>
<action>check</action>
<project>1234</project>
<timestamp>1360928308</timestamp>
<params>
<txn_id>511e1e34d785b</txn_id>
<paysystem>654321</paysystem>
<account>user@server.com</account>
<amount>12.34</amount>
</params>
<sign>deb5627204b9e604d4582e80424f8eeb</sign>
</request>

Mpumep oTBeTa (ycnex)

<?xml version="1.0" encoding="UTF-8"?>
<response>

<status>1</status>
<reference>501582</reference>
<timestamp>1360928308</timestamp>
<invoice>30876</invoice>

<income currency="643">12.34</income>
<amount currency="643">12.34</amount>
<outcome currency="643">12.34</outcome>
<rate income="1" outcome="1" total="1"></rate>
</response>
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Mpumep oTtBeTa (owmnbka)

<?xml version="1.0" encoding="UTF-8"?>
<response>
<status>19</status>
<reference>198</reference>
<timestamp>1358259068</timestamp>
</response>

4.6. 3anpoc Ha nNpousBeaeHne BbiNnaThbl (4encTemne pay)

Pacnops»xeHne Ha BbiniaTy OCYLLECTBASIETCA C Mcnosib3oBaHMeM API (npuMepbl 3anpoca u oTBeTa AeNCTBUSA pay NpuBeaeHb!
HUXeE).

BHuMaHKWe! [1ns oCcyLecTBNEHUA pacrops>XeHWsl Ha BbiNaaTy He06XxoAnM HOMep MHBOWMCA, KOTOPbIN Bbln NpeaBapUTEeNIbHO NOoSy4YeH
C noMoubto aercteusa check.

3anpoc Ha npou3sBeAeHue BbinaaTbl NOMUMO 06a3aTenbHbIX 06LMX NapaMeTpoB AO/KEH COAEpXaTb B Tare params cneaytouime

napameTpbl:
MapameTp OnucaHune Tun AaHHbIX 0O6s3aTenbHOCTb
invoice ID TpaH3akumnu, NONyYeHHbIN integer Na
B aencteum check
OAMH 13 ABYX NapaMeTpos
txn_id ID TpaH3aKkuunn BO BHELUHEN string(255) [OMKeH 6bITb 0653aTenbHO
cucTeme (cucteme npoekTa) nepenaH. bonee
NPUOPUTETHLIM SIBNSIETCSA
copepxMmoe napameTpa
invoice.
amount CyMMa BbInnaTbl integer /double(4) Het
currency ID BantoThbl NnaTexa string / integer BHumaHue! MapameTp
currency obs3arteneH npu
IS0 4217 paboTe c pernoHanbHbIMU
6anaHcamu.

CM. NMpuMeYaHume K
yKasaHHbIM NapamMeTpaM B
nencreum check.

Mpu noBTOpHOI Nepeaave
napameTpos (ecnu oHu 6binn
ykasaHbl B check), 3HaueHus
WIFHOPUPYHOTCS B TEKYLLEM
LEencTeuu.

BaxHo! Ecnn npu ocywecteneHnmn genicteusa check B nHBolce He 6binM nepeaaHbl CyMMa M BastoTa, TO OHW AOJIKHbI 6bITh
nepeaaHbl B 3anpoce AeNCTBUSA pay napameTpaMu params\amount u params\currency COOTBETCTBEHHO.

Mocne 06paboTky nepeAaHHbIX KIMEHTOM AaHHbIX CUCTeMa NPUCHINAET OTBET B hopMaTe Xml, coaepxalumii, NOMUMO
obs3aTeNbHbIX, CneayloLmne Taru:

MapameTp OnucaHune Tvn AaHHbIX Ob6s3aTenbHOCTb
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income CyMMa BXOAsiLWero njatexa B decimal(11.4) paspenutens na
ero BanwTe — Touka

rate MCMNOb30BaHHbIN KypcC decimal(11.4) pasgenutens na
KOHBepTauum — Touka

amount cyMMa Bxogsuero nnatexa B decimal(11.4) pasgenutens Aa
BasloTe OCHOBHOro 6anaHca — Touka

outcome CyMMa BbInnaTthbl B decimal(11.4) paspenutens aa
cucTeMy-nosyyatenb — Touka

fee pa3Mmep komuccum leHer decimal(11.4) paspenutensb aa

OHnanH

Mpumep 3anpoca (invoice)

<?xml version="1.0" encoding="UTF-8"?>
<request>

<action>pay</action>

<project>1234</project>

<timestamp>1360928335</timestamp>

<params>

<invoice>30876</invoice>

</params>
<sign>dc1917fbb55ffc6012b5b1558a628813</sign>
</request>

Mpumep 3anpoca (txn_id)

<?xml version="1.0" encoding="UTF-8"?>
<request>

<action>pay</action>

<project>1234</project>

<timestamp>1360928335</timestamp>

<params>

<txn_id>511ele34d785b</txn_id>

</params>
<sign>dc1917fbb55ffc6012b5b1558a628813</sign>
</request>

— TO4YKa
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Mpumep oTBeTa (ycnex)

<?xml version="1.0" encoding="UTF-8"?>

<response>
<status>1</status>
<reference>501583</reference>
<timestamp>1360928334</timestamp>
<invoice>30876</invoice>
<income>12.34</income>
<rate>1</rate>
<amount>12.34</amount>
<outcome>12.34</outcome>
<fee>-0.617</fee>

</response>

Mpumep oTtBeTa (owmnbka)

<?xml version="1.0" encoding="UTF-8"?>
<response>
<status>18</status>
<reference>25063</reference>
<timestamp>1358265477</timestamp>
</response>

4.7. lNony4yeHune ctatyca TpaH3aKuuu no ee naeHtTndunkatopy (aencreme
pay_status)

Mo HoMepy WHBOWMCA MM MO HOMEPY TPaH3aKLMU KIMEHT MOXET Y3HaTb CTaTyC TpaH3akuuu (MpuMMepbl 3anpoca U oTBeTa AelCTBMUS
pay_status npuBeaeHbl HUxe). CylecTByeT 5 cTaTycoB:

— HOBasi TpaH3akuus,
- obpabaTbiBaeTcs,

- B oyepeau,

- BbinfaTta nposeaeHa,
- owmnbka BbINNAThHI.

3anpoc Ha noslydyeHune ctatyCa TpaH3aKuunm noMmMmo obs3aTenbHbIX 06WMX napaMeTpoB A0J/IKEH coAepXaTb B Tare params cneayro
wmne napameTpbl:

MapameTp OnucaHue Twun gaHHbIX 0O6s3aTenbHOCTb

invoice ID TpaH3akunu, NoNyYEHHbIN integer [a

B AelictBuun check
OauH 13 ABYyX NapaMeTpoB

[OJIKEH 6bITb 06513aTeNIbHO
nepenaH. bonee
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txn_id ID TpaH3akumu BO BHELUHEWN
cucteMe (cmcrTeme NpoekTa)

string (255)

MPUOPUTETHLIM SABJISIETCH
coaepXuMoe napameTpa
invoice.

Mocne 06pa6OTKVI rnepefaHHbIX KIMEHTOM AaHHbIX CUcTeMa NpuUcCbINaeT OTBET B q)opMaTe xml, CO,EI,ep)KaLLl,VIVI, noMnMo

obs3aTenbHbIX, cnegyrwwme Tarn:

MapameTp OnucaHune
pay_status CraTyC TpaH3aKuum:
new — HOBas, He MpoBefeHa;

processing —
obpabaTbiBaeTcs ceiyac;

pending — B ouyepeau,
oxunaaeT 06paboTku;

paid — BbInnaTa nposeaAeHa;

error — owwnbka BbINAaThI.

income CyMMa BXOAsLlero naaTexa B
ero BasnwoTe

rate MCMONb30BaHHbIN KypC
KOHBEpTaLUUK

amount CYMMa BXOASILLEro nnaTtexa B

BaslloTe OCHOBHOro 6anaHca

outcome CyMMa BbINnaTthl B
cUCTeMy-nonyyaresb

fee pa3sMep komuccun eHer
OHnariH

ts_create AaTa co3aaHnsa MHBOMCA

ts_close AaTa NpousBeAeHUs BbinNaaTbl

MpuMep 3anpoca

<?xml version="1.0" encoding="UTF-8"?>
<request>

<action>pay_status</action>

<project>1234</project>

<timestamp>1358268163</timestamp>

<params>

<invoice>30080</invoice>

</params>
<sign>2c4a5a47b6ff89320a61330eac853f81</sign>
</request>
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®dopmMaT napameTpa

string (255)

decimal(11.4) paspenutens
— Touka

decimal(11.4) paspenutens
— Touka

decimal(11.4) pasgenutennb
— Touka

decimal(11.4) pasgenutens
— Touka

decimal(11.4) pasgpenutenb
— Touka

[ata B dopmaTte MTT-MM-404
Yy4y:MM:CC

JaTa B dopmaTte MTTT-MM-44
Y4y:MM:CC

HET

HET

HEeT

HET

HET

HeT

HET

0653aTeNnbHOCTb
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Mpumep otBeTa (ycnex)

<?xml version="1.0" encoding="UTF-8"?>

<response>
<status>1</status>
<reference>25107</reference>
<timestamp>1358268162</timestamp>
<pay_status>paid</pay_status>
<income>10.0000</income>
<amount>10.00</amount>
<outcome>10.00</outcome>
<fee>0.0000</fee>
<rate>1.0000</rate>
<ts_create>2013-01-15 20:41:48</ts_create>
<ts_close>2013-01-15 20:42:06</ts_close>

</response>

Mpumep oTBeTa (owmnbKa)

<?xml version="1.0" encoding="UTF-8"?>
<response>
<status>22</status>
<reference>25108</reference>
<timestamp>1358268196</timestamp>
</response>

4.8. lNony4yeHne cnnucka KoaoB yBeAOM/IEHUN N UX ONUCaHUKW (aencrteune
errors)

B cnyyae ecnu genctene BbINOMHEHO YCMELIHO, @ TakXXe eC/n MPpU BbINMONIHEHMM AENCTBUSA NPOM30LLIIa owmnbKa, KINEeHT nonyyaet
COOTBETCTBYHOLLEE yBEAOM/IEHNE C KOAOM, HOMEPOM MU ONMUCAaHUEM pe3yibTaTa aencreums.

Cnncok Koaos yBe,CI,OMJ'IeHMVI

Kopa Homep OnucaHue
OK 1 Onepaums BbINOSHEHA YCMNELWHO
IN_PROGRESS 2 Onepaums elle BbINOSHAETCSA
POSTPONED 3 Onepauus oTnoxeHa, 6yaeT BbiNoNHEHa
nosxe
BAD_XML 11 HeBepHbI popMaT 3anpoca,

OTCYTCTBYIOT HYXHbl€ HOAbI

BAD_REQUEST 12 HesepHbin dopmaT 3anpoca,
OTCYTCTBYIOT HYXHble HOAbI

AUTH_FAILED 13 HeBepHble AaHHble aBTOpU3aumn — ID
npoekTa unm curHaTtypa
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NO_PROJECT 14 HesepHbin ID npoekTa

NOT_ALLOWED 15 MpoekTy 3anpeLleHbl BHEWHWE BbIMaTbl

NOT_ENOUGH_MONEY 16 Ha 6anaHce npoekTa HeAOCTaTOYHO
cpeacTs

BAD_ACTION 17 HeBepHoe 3Ha4yeHne HoAbl action

BAD_PAYSYSTEM 18 HeBepHbI naeHTMdMKaTOp

CUCTEMbI-Nonydartena

BAD_ACCOUNT 19 3HayeHuMe Hoabl params\account He
MpOoLLIO NPOBEPKY Ha BanMAHOCTb

BAD_PARAM 20 3HauyeHne O4HOWM U3 AOMOJIHUTENbHbIX
HOA B params He MpoLuio NpoOBEpPKY Ha
BaNIMAHOCTb

BAD_CURRENCY 21 HeBepHbI naeHTUdMKATOP BaNkOThbl

BAD_INVOICE 22 HeBepHbIv ID nHBONCa

PS_ERROR 23 Owunbka Ha ypoBHE
CUCTeMbI-nosnyyaTtens

DUPLICATE_PAYMENT 24 MoBTOpHas nonbiTKa onaaTbl MHBOWCA

DUPLICATE_TXN 25 TpaH3aKumsa ¢ TakuM HOMEpPOM Yxe
cylwecTsyeT

BAD_AMOUNT 26 HeBepHasa cyMmMa nnaTtexa

AMOUNT_TOO_SMALL 27 CyMMa nnaTtexa C/MLIKOM Mana

AMOUNT_TOO_BIG 28 CyMMa nnaTexa C/AULLKOM Benunka

BAD_TXN_ID 29 HeBepHbIv ID TpaH3aKkuMm BO BHELLHEN
cucteme

EMPTY_SIGNATURE 30 OTcyTcTBYET undposas NoANMCb
3anpoca

WRONG_SIGNATURE 31 HeBepHas undgposas noanucb 3anpoca

EMPTY_REQUEST 32 3anpoc He MoXeT 6bITb NyCT

DISABLE_REGIONAL_BALANCES 33 PervoHanbHble 6anaHCbl OTK/HOUYEHbI

WRONG_EXPIRATION_DATE 97 HeBepHas aaTta ucteyeHus cpoka

LencTBua Ka pPTbl

WRONG_CARDHOLDER_NAME 98 HeKkoppeKkTHOe nMs aepxxaTtens KapTbl

CANCELED 99 Mnatex oTMeHeH

PS_CHECK_FAILED 100 He npowna npoBepka Ha CTOpPOHe
nposaraepa

BAD_NUMBER_RANGE 101 Homep TenedoHa He n3 AnanasoHa
nposanaepa

BAD_CARD_NUMBER 102 HeBannaHbii HOMep 6aHKOBCKOWM KapTbl

BAD_LIMITS 103 [MpeBbliweH NMMUT CPeacTB Ha

KoLWwenbKax nony4dyarens
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WM_WALLET_NOT_FOUND 104 He HalipeH kowenek WebMoney

ACCOUNT_NOT_EXISTS 105 YkasaHHbIn nornH Ckann He cyljectsyeT

INVALID_EMAIL 108 HeBepHbI e-mail

INVALID_PHONE 109 HeBepHbIi HOMep TenedoHa

SECURITY_CHECK_FAILED 110 dpoa-npoBepka He npolaeHa

PS_PAY_FAILED 200 O6buwas owmnbka Npu BbINIaTE B
nposanaepa

ACCOUNT_BLOCKED 202 AKKayHT-nosy4vaTesib naarexa
6noknpoBaH

LIMITS_EXCEEDED 203 MpeBbiWeH NMMUT NaaTeXen Ha
YKa3aHHbIN akKkayHT

SKYPE_INTERNAL_ERROR 204 Skype internal server error

PS_UNAVAILABLE 997 BbinnaTbl B yKasaHHOro nposanaepa
OTBEPrHYTbI LWIKO30M-MNoy4aTenem

FORBIDDEN 999 JocTyn 3anpeLieH

INTERNAL_ERROR 1000 BHyTpeHHSAS owmnbka cuctemol

3anpoc Ans NoflyvYeHUs CnmMcka KOAOB yBeAOMIIEHUI COAEPXUT TONbKO 06a3aTenbHble 0bwme napameTpsl.

Mocne 06paboTkn nepeaaHHbIX KIMEHTOM AaHHbIX CucTemMa npucbinaeT oTBeT B popMmaTe xml, coaepkaliuii, MOMMMO
ob6sA3aTenbHbIX, Cneaylowme Tarn — errors, nof KOTOpbIM rPyNnMpylOTCS ONMCaHMUa BCEX YBEAOMIIEHWU, error, Noj KOTOPbIM
rpynnupyeTcs onMcaHme o4HOro YBeAOM/IEHUS, @ TaKXe TIrn OnucaHusa yBeaoMIeHNs:

MapameTp OnucaHune Twn AaHHbIX O6s3aTenbHOCTb
id Homep yBegomneHus integer aa
descr TekCcT yBeAOMNeHUs string (255) na

MpuMep 3anpoca

<?xml version="1.0" encoding="UTF-8"?>
<request>
<action>errors</action>
<project>1234</project>
<timestamp>1358429001</timestamp>
<sign>f511d60ccb6508fab9a6227e8500e23f</sign>
</request>
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Mpumep otBeTa (ycnex)

<?xml version="1.0" encoding="UTF-8"?>
<response>
<status>1</status>
<reference>25233</reference>
<timestamp>1358429003</timestamp>
<errors>
<error>
<descr>Success</descr>
<id>1</id>
</error>
<error>
<descr>Operation in progress</descr>
<id>2</id>
</error>

</errors>
</response>

Mpumep oTBeTa (owmbKa)

<?xml version="1.0" encoding="UTF-8"?>
<response>
<status>14</status>
<reference>25234</reference>
<timestamp>1358429309</timestamp>
</response>

4.9. lenctBus C permoHasabHbIMM banaHcamm

KnneHTy, Bbi6paBLlLEeMY ynpaB/ieHne permoHanbHbiMM 6anaHcamum (cM. pasgen «3.2. CxeMbl paboTbl B cUCTEME» ), HEO6X0AMMO
o6bpatutbes B [leHbrnOnline ans akTMBaLMmM COOTBETCTBYHOLMX BO3MOXHOCTEN B cuctemMe GSG. ocne 3Toro oH cMoxeT
OCYLLECTBNATL BbIMaTbl C perMoHanbHoro 6anaHca, COOTBETCTBYIOLLEr0 NOCTaBLUMKY, NPU YCNOBUW NpeaBapuTENbHOMO nepesoaa
Ha 3ToT 6anaHc cpeacTB C OCHOBHOro 6anaHca.

4.9.1. CBoncTBa permoHasnbHoOro 6anaHca

KnneHT MoXeT nepeMecTuTb CpeAcTBa C OCHOBHOrO 6anaHca Ha pernoHanbHbli, ncnonb3ys API (MexaHW3M onucaH B pasgene
«4.9.3. PacnopsixeHune Ha nepeBos cpeacTs Mexay 6anaHcamu (gernicteue balance_transfer)»). Nocne nepeBoaa cpeacTBa KINEHTa
XPaHATCA B CUCTEME yXe B BastoTe pernoHasnbHoro 6anaHca. Takum 06pasom npoucxoamTt dumkcaums Kypca KoHBepTauumn Ha
MOMEHT OCYLLECTBNIeHNs NepeBoAa Ha pervoHanbHbi 6anaHc. B ganbHenweM KNMeHT MOXeT oTAaBaTb PAcrnopsi)XeHUs Ha crnvcaHue
CpPeACTB C permoHanbHoro 6anaHca B nosib3y NpoBaliAepoB, NPMBA3aHHbIX K 3TOMY perMoHanbHoMy 6anaHcy, 6e3 kakmx-nnm6o

KOMUCCUN.
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Cpeﬂ,CTBa, XpaHauwunecs Ha permoHasibHOM 6anaHce KOHTpareHTa, XpaHaTca n 0T06pa)KaIOTC$I OAHOBpPEMEHHO B ABYX Ba/lloTax:
BankTeE peErMoHa U BaakdTe OCHOBHOIO 6anaHca KOHTpareHTa no MeToAy CcpeaHeEB3BELWIEHHONoO Kypca. OTo nossonser KIMNEHTY
OTAaBaTb pacnopsaXeHnsa O BbiNJlaTaxX B BankoTe CBOEro OCHOBHOro 6anaHca n KOHTPONPOBATb CyYMMY nnaTtexemn Takxe B BatoTe
CBOEro 0CHOBHOro 6anaHca.

Mpumep:

KoHTpareHT nepeyncnsieT Ha CBOI OCHOBHOM 6anaHc $500, 3aTeM OTAAET pacnopsKeHue O nepeBoje 3TON CyMMbl Ha
pervoHanbHbIi 6anaHc B RUR. Mo kypcy RUR/USD = 30 u npu y4yéTe KOMMCCUKN 3a KOHBepTaumio B pa3mepe 1,5% Mbl HauMcnsem
Ha ero pervoHanbHbI 6anaHc B paspe3e 0CHOBHOM BantoTbl — $500, a no pernctpy yyérta pervoHanbHomn BantoTel — 500 * 30 * (1
- 0.015) = RUR 14'775.

[lonycTuM, yepes HeCKoNbKO AHEN 3TOT Xe KOHTpareHT nepeuncnseT ewé $1000 n cHoBa 0TAAET pacrnopsiXkeHne 0 3a4nUCNeHnn
3Tux cpeacts Ha RUR 6anaHc. Mbl 3a4mMcnsieM Ha perncTp OCHOBHOW BantoTbl CyMMy nepeBoga — $1000, a Ha peructp
pervoHanbHoli BantoThl, N0 HoBOMY kKypcy RUR/USD = 28 u npu Toli e kommccmm — 1000 * 28 * (1 - 0.015) = RUR 27'580.

TakuM obpa3om Ha RUR 6anaHce koHTpareHTa 6yaeT XpaHUTbCS B ABYX perncrpax cymmbl $1500 n RUR 42'355, yto no3sonut
KOHTpareHTy, Nosy4ymMB 3akas Ha BbINjaTy B yA406HOM AN Hero BantoTe (BantoTe B3aMMOpPacyéToB), OTAaBaTb PacrnopsXeHne Ha
BbINAaTy B TOW Xe BantoTe, N KOHTPONMPOBaTb CYMMy BbinnaT, 6€3 Heo6xoANMOCTN yUYéTa BO3MOXHbIX M3MEHEHWI KYPCOB.

Ou4eBMAHO, UYTO MPU TaKOM XapakTepe B3aMMOAENCTBUS CyMMa MiaTexa B BasIlOTE PErMoHa MOXET CYLLECTBEHHO OTK/IOHATLCS OT
CYMMbl B OCHOBHOW BastoTe KOHTpareHTa, CKOHBEPTUPOBaHHOM Mo TeKylleMy Kypcy LIB, n3-3a Toro, 4to Kypc KOHBepTaumm
COOTBETCTBYET CPeAHEB3BELIEHHOMY KYPCY NEPEBOAOB Ha pervoHasbHblin 6anaHc.

OpHako TakuM 06pa3oM BCe yUYaCTHUKM CUCTEMbI 3aCTPaxoBaHbl OT BasIlOTHLIX PUCKOB, KOTOPbIE MOJHOCTbIO NepeKaabiBaloTcs Ha
naatenblmka, 0 YéM nocneaHuin AonxeH 6biTb YBEAOMIEH MPU OCYLLECTBEHUN MaaTexa.

4.9.2. Nony4eHune cnucka banaHcoB nNo pernoHam (aencreme balances)

AKTyasnbHy MHGOpMaumo B Nt060M MOMEHT MOXHO nony4unTb Yepes API (popma 3anpoca u oTBeTa aelicteusa balances npvBeaeHa
HUXeE).

MpuMep cnvcka 6anaHCcoB Mo pernoHam:

ID* Pervon BanaHc pernoHa BanaHc pernoHa B RUB Kypc
1 [JonnapoBsble BbiNAaThbl 0.31 USD 9.85 RUB 0.0317
2 Poccus 70.00 RUB 70.00 RUB 1.000
4 Benopyccus 2655.81 BYR 9.85 RUB 269.6254

* 1D perunoHa.
3anpoc ans nonyyeHus cnvcka 6anaHcoB Mo permoHaM COAEpXUT TOoNbKo 06si3aTeNbHble 0bLime napameTpbl.

Mocne 06paboTkn NepeaaHHbIX KIMEHTOM AaHHbIX CUCTeMa npuckinaeT oTBeT B hopMaTe xml, coaepxalumii, mMoOMMMO
obsA3aTenbHbIX, cneaytowme Tarn — balances, nog KOTOpbIM rPYNNMPYIOTCS ONMCaHMsa BCeEX pernoHanbHblix 6anaHcos, balance, nog
KOTOPbIM IPyNMNMpyeTcs onvcaHne OAHOro pernoHanbHoro 6anaHca, a Takxe Tarn, onNUCbIBaloLLMe pernoHanbHblli 6anaHc:

MapameTp OnuncaHune Tun gaHHbIX 0O6s3aTenbHOCTb
id yncnosoi ID pervoHa integer ha
ISO 4217
title ornuncaHue pernoHa string Aa
region 6yKBEHHbIN naeHTudbUKaTop string (3) na
pervoHa
ISO 4217
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currency naeHTudbunkaTop string (3) na
MCMoNb3yeMol BanoThl
ISO 4217
amount 6anaHc decimal(11.4) paspenutenb Aa
— Touka

lMpumep 3anpoca

<?xml version="1.0" encoding="UTF-8"?>
<request>
<action>balances</action>
<project>1234</project>
<timestamp>1358428634</timestamp>
<sign>2067dd6adde29ea4c2867bab72f79fa7</sign>
</request>

Mpumep otBeTa (ycnex)

<?xml version="1.0" encoding="UTF-8"?>
<response>
<status>1</status>
<reference>25230</reference>
<timestamp>1358428636</timestamp>
<balances>
<balance>
<id>1</id>
<title>/[onnaposble BbinnaTbi</title>
<region>usd</region>
<amount>100288.36</amount>
<amount_main>112666.00</amount_main>
<project_id>1234</project_id>
<currency>840</currency>
<tag>USD</tag>
</balance>
<balance>
<id>2</id>
<title>Poccua</title>
<region>rub</region>
<amount>101830.00</amount>
<amount_main>101830.00</amount_main>
<project_id>1234</project_id>
<currency>643</currency>
<tag>RUB</tag>
</balance>

</balances>
</response>
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Mpumep oTtBeTa (owmnbka)

<?xml version="1.0" encoding="UTF-8"?>
<response>
<status>31</status>
<reference>25232</reference>
<timestamp>1358428950</timestamp>
</response>

4.9.3. PacnopsixxeHue Ha nepesoj cpeacts mexay 6banaHcamu (gencreune
balance_transfer)

KnnMeHT MoXeT nepeMecTUTb CpeACTBa Kak C OCHOBHOro 6anaHca Ha perMoHasnbHblli, Tak U C permoHanbHoro 6anaHca Ha OCHOBHOM,
mncnonb3ys API (npuMepbl 3anpoca 1 oTBeTa AencTBus balance_transfer npuBeaeHbl HUXe).

BaHO: 0AUH U3 NapaMeTpoB 3anpoca — Mbo <to>, nu6o <from> — 06a3aTeNbHO JO/KEH NPUHNUMATL 3HaYEeHUe main , T.e.
yKasblBaTb Ha OCHOBHOM 6anaHc. MNepeBo4 CPeACcTB C O4HOI0 pernoHanbHoro 6anaHca Ha Apyroli HeBo3MOXeH. Bce nepeBobl
Mexay 6anaHcamMu AenatTcs UCKIIUYUTENBHO Yepe3 OCHOBHOWA.

3anpoc Ha NepeBoj CPeAcTB Mexay 6anaHcamu noMmMo obsiaTesibHbIX 06LLMX NapaMeTpoB AO/KEH COAepXKaTb B T3re params ciej
yloume napamerpbi:

MapameTp OnucaHue Twun gaHHbIX 0O6si3aTenbHOCTb
to KOA4 pernoHa, Ha KOTopbIn string (255) [a npn nepesoae ¢
nepeBoAsTCS cpeacTBa OCHOBHOIO Ha pervoHanbHbIl
ISO 4217
[aHHbI NnapaMeTp MoXxeT HeT npu nepeBoge ¢
MMeTb 3HayeHue "main" (6e3 pernoHanbHoro 6anaHca Ha
KaBblyek). [pu aToM 6yaeT OCHOBHOW
COoBepLUEH nepesBos Ha
OCHOBHOWM 6anaHc.
from KO pernoHa, C KOToporo string (255) [a npwn nepeBoje c
CMUCbIBAOTCS CpeacTBa permoHanbHOro Ha OCHOBHOW
ISO 4217
[aHHbIi napamMeTp MoXxeT HeT npu nepeBoge ¢
MMeTb 3HadyeHue "main" (6e3 OCHOBHOro 6anaHca Ha
KaBblyek). MNMpu aTom byaet pernoHanbHbIn
COBEpLUEH rnepesos C
OCHoBHOro 6anaHca.
amount CyMMa nepeBoja B BantoTe integer / double(4) na

OCHOBHOro 6anaHca

Mocne 06pa6OTKM nepefaHHbIX KIMEHTOM AaHHbIX CUCTEMa NpuUCbINaeT OTBET B q)opMaTe xml, co,a,epmau.mﬁ, noMnMMo
obsi3aTenbHbIX, Crieayowme Taru:

MapameTp OnuncaHune Twn AgaHHbIX O6s3aTenbHOCTb
mainbalance OCHOBHOW 6anaHc npoekTa B decimal(11.4) paspenutensb Aa
py6nsx MOCJIE nepesBoaa — TouYKa
balance 6anaHc pervoHa B ero decimal(11.4) paspenutens aa
santoTe MNMOCJIE nepesoaa — To4Ka

197198, CahKkT-eTepbypr, np. dengionlline.com, 8 800 200-03-20

LDo6bpontwboea, a. 11, nut. b.




8 800 200-03-20

rate MCMOSIb30BaHHbIN KypC decimal(11.4) paspenutennb na
obMeHa — Touka

fee CyMMa KOMUCCUM 3a NnepeBoa decimal(11.4) pasgenutens na
— Touka

MpuMep 3anpoca Npu NOmMoIHEHUN perMoHasnbHoOro 6anaHca

<?xml version="1.0" encoding="UTF-8"?>
<request>
<action>balance_transfer</action>
<project>1234</project>
<timestamp>1358427275</timestamp>
<params>
<amount>10</amount>
<from>main</from>
<to>usd</to>
</params>
<sign>28deed2262f1fa211693234dfb78739a</sign>
</request>

Mpumep otBeTa (ycnex)

<?xml version="1.0" encoding="UTF-8"?>

<response>
<status>1</status>
<reference>25227</reference>
<timestamp>1358427277</timestamp>
<mainbalance>105497.22</mainbalance>
<balance>100298.36</balance>
<rate>0.0328</rate>
<fee>0.0049</fee>

</response>

Mpumep oTBeTa (owmbKa)

<?xml version="1.0" encoding="UTF-8"?>
<response>
<status>20</status>
<reference>25229</reference>
<timestamp>1358428173</timestamp>
</response>
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MpuMep 3anpoca npu nepeBoAe CPeACTB C PErMoHasibHOro 6asiaHca Ha OCHOBHOWM

<?xml version="1.0" encoding="UTF-8"?>
<request>
<action>balance_transfer</action>
<project>1234</project>
<timestamp>1358760068</timestamp>
<params>
<amount>10</amount>
<from>usd</from>
<to>main</to>
</params>
<sign>f8943458ebaaab421655affb53546b62</sign>
</request>

Mpumep otBeTa (ycnex)

<?xml version="1.0" encoding="UTF-8"?>

<response>
<status>1</status>
<reference>500406</reference>
<timestamp>1358760111</timestamp>
<mainbalance>98814.17</mainbalance>
<balance>100471.95</balance>
<rate>29.9171</rate>
<fee>0.0049</fee>

</response>

[1] Npumep cnncka AOCTYNHbIX NpoBalkaepos (Hanbonee NONynsApHbIE U3 HUX), @ TaKXe NOPSAAOK MOMYyYEHMS MOMHOro cnucka
MOXHO HaiTu B pasgene «4.2. MonyyeHne cnncka AOCTYMHbIX CUCTEM — MoJslyyaTenei nnaTexa v ux napameTpos (aeicTene
paysystems)».

197198, CaHkT-lMeTepbypr, np.

[lo6ponto6osa, 4. 11, nuT. B dengionlline.com, 8 800 200-03-20



file:///C:/Users/%D0%A2%D0%B8%D0%BC%D0%BE%D1%84%D0%B5%D0%B5%D0%B2%D0%B0%20%D0%9E%D0%BB%D1%8C%D0%B3%D1%8F/Documents/GSG/GSG_%D0%BF%D1%80%D0%BE%D1%82%D0%BE%D0%BA%D0%BE%D0%BB_%D0%BE%D0%BF%D0%B8%D1%81%D0%B0%D0%BD%D0%B8%D0%B5_3_2.doc#_ftnref1

8 800 200-03-20

® Global Service Gateway 2.1. API description
® Introduction
® Glossary
® 1. GSG functional options
® 2. GSG integration
® 3. Basic procedure
® 3.1. Merchant’s account replenishment
® 3.2. GSG workflow
® 3.3. Payment's special features
® 4. API description
® 4.1. General requirements
® 4.1.1. Request and response in general
® 4.2. List all available payment providers and their parameters (action “paysystems”)
® 4. 3. List all currency conversion rates (action “rates”)
® 4.4. Check main account’s balance (action “main_balance”)
® 4.5. Payment pre-check (action “check”)
® 4.6. Pay an invoice (action “pay”)
® 4.7. Payment status check (action “pay_status”)
® 4.8. List of response codes and their descriptions (action “errors”)
® 4.9. Operations with regional accounts
® 4.9.1. Regional account’s properties
® 4.9.2. Check regional accounts’ balances (action “balances”)
® 4.9.3. Transfer funds between main account and regional accounts (action “balance_transfe

dengionlline.com, 8 800 200-03-20



http://jira.rnd.gsgate.ru:8090/display/Gates/PayGate+in+english#PayGateinenglish-GlobalServiceGateway2.1.APIdescription
http://jira.rnd.gsgate.ru:8090/display/Gates/PayGate+in+english#PayGateinenglish-Introduction
http://jira.rnd.gsgate.ru:8090/display/Gates/PayGate+in+english#PayGateinenglish-Glossary
http://jira.rnd.gsgate.ru:8090/display/Gates/PayGate+in+english#PayGateinenglish-1.GSGfunctionaloptions
http://jira.rnd.gsgate.ru:8090/display/Gates/PayGate+in+english#PayGateinenglish-2.GSGintegration
http://jira.rnd.gsgate.ru:8090/display/Gates/PayGate+in+english#PayGateinenglish-3.Basicprocedure
http://jira.rnd.gsgate.ru:8090/display/Gates/PayGate+in+english#PayGateinenglish-3.2.GSGworkflow
http://jira.rnd.gsgate.ru:8090/display/Gates/PayGate+in+english#PayGateinenglish-4.APIdescription
http://jira.rnd.gsgate.ru:8090/display/Gates/PayGate+in+english#PayGateinenglish-4.1.Generalrequirements
http://jira.rnd.gsgate.ru:8090/display/Gates/PayGate+in+english#PayGateinenglish-4.1.1.Requestandresponseingeneral
http://jira.rnd.gsgate.ru:8090/display/Gates/PayGate+in+english#PayGateinenglish-4.9.Operationswithregionalaccounts

8 800 200-03-20

Global Service Gateway 2.1. API description

Introduction

This document provides information essential to integrate and use Global Service Gateway (GSG) processing system provided by
DengiOnline.

The document is composed for technical integration specialists.

Glossary

API, Application Programming Interface — is a set of functions, procedures, methods or classes provided by a service to be used
by external software.

DOL — payments service provider DengiOnline.

Merchant — legal entity, which signed an agreement with DOL for accepting funds in favor of DOL.
Provider — recipient of payments, for example, mobile operator.

Providers concentrator (gateway) — legal entity, DOL’s partner, likewise payments service provider.

Merchant’s main account — account where Merchant’s money transfers are stored. Main account’s currency is specified in the
service agreement.

Merchant’s regional account — Merchant’s virtual account in GSG used for payouts if Merchant chooses to manage regional
accounts (see below). In most cases regional account is attached to a country. Regional account’s currency is defined by main
currency of the region.

Transfer — Merchant’s request for funds transfer from main account to a regional one or vice versa.

Payment (payout request and payout) — Merchant’s request for a payout to the certain provider.

1. GSG functional options

Global Service Gateway, or GSG, — is a processing system which allows to make payments to a wide range of payment providers
in different countries (see section 4.2. "List all available payment providers and their parameters (action “paysystems”)").

GSG is aimed for web-projects, payments systems or payment kiosks networks making payments to different service-providers;
Capabilities of GSG product:

- access to dozen of thousands of service providers via a single payment gateway;

- Merchant’s personal account at DOL web-site;

— 24/7 client support all over the world.

2. GSG integration

To integrate GSG it is necessary to do the following:
1) sign an agreement with DengiOnline (contact us via sales@dengionline.com);

2) get Merchant ID and secret key provided by DengiOnline technical specialists (contact us via tech@dengionline.com).
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Merchants with GSG integrated should address any questions to merchant@dengionline.com.

3. Basic procedure

3.1. Merchant’s account replenishment

In order to replenish an account Merchant makes a payment to DengiOnline according to the agreement instructions and then
notifies DengiOnline’s financial specialists.

3.2. GSG workflow

There are two possible ways of working with the system:

1) direct payments from main account — a single account is simplier to control with the price of increased fees on operations
where currency conversions involved (e.g. payment to a region with a currency different from main account's).

MT3

Mzgaphona

Merchant Baslins

é

i

2) payments from regional accounts — in this case Merchant has to check and manually replenish several accounts thus reducing
expences with lowered fees for replenishment and transfer. For details see section 4.9. “Operations with regional accounts”.

MTS
Fuszia -
o (R.UE) " T
Ukraine i
AR i
. Belomzzia
Merchant »  DengOnline » (BYR) Drovidess. .
Eazakhstan Proviims
. o -
O (KED
»  Other. . Providars...
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3.3. Payment's special features
Merchant can use API (see section 4.6. "Request payment (action “pay”)") or Merchant’s personal account at DOL web-site.
Payment request may be made in any currency but:

- if payment request is in main account’s currency, the amount charged off will be strictly as requested;

- if payment request is in payment provider’s currency the amount paid for provider will be strictly as requested;

- if payment request is in any other currency, the conversion rates are defined by GSG system and are sent to Merchant on

payment pre-check.

4. API description

4.1. General requirements

Data exchange with current API proceeds as follows.

XML request should be sent as POST method to an url http://gsg.dengionline.com/api (for GSG v.1.x — http://paygate.dengionlin
e.com/apiv2). If you have problems accessing the url, please contact DengiOnline technical integration specialists (tech@dengionli

ne.com).

Interaction with GSG is based on XML-documents (request/response) transfer. All documents use UTF-8 encoding.

4.1.1. Request and response in general

Table of Request Basic Parameters

Parameter Description Format Mandatory
project Project ID in GSG system integer yes
timestamp Date and time of the request integer, Unix time yes
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sign Request signature string yes

Get a string by the following
algorithm:

$signString = md5
($timestamp . $project .
$action . $params . $secret)

1 $timestamp —
<timestamp> node value

2 $project — project ID

3 $action — <action>
node value

4 $params — all values
from <params> sorted by
node name and concatenated

For example, for

<params><aaa>vl</aaa><
zzz>Vv2</zzz><bbb>v3</bb
b></params>

this string will be
v1iv3v2

5 $secret — secret key
agreed upon during technical
integration

action Action that is to be string yes
performed in response to the

request (see possible actions) Possible values:

® paysystems — list all
available payment
providers and their
parameters;

® rates — list all currency
conversion rates;

® main_balance — check
main account’s balance;

® check — payment
pre-check (payment
invoice creation);

® pay — request payment;

® pay_status — check
payment status by ID;

® errors — list of response
codes and their
descriptions;

® balances — check
regional account’s
balances;

® balance_transfer —
transfer funds between
main account and
regional accounts.
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params Additional parameters as string / integer depending on no
required by selected action information conveyed

All possible additional
parameters are enlisted in a
particular action description.

Table of Response Basic Parameters

Parameter Description Format Mandatory

status Request status: 1 — OK, integer yes
above 10 — error.

timestamp Date and time of the request integer yes
reference Unique operation ID in GSG integer yes
system

Request in general

<?xm version="1.0" encodi ng="UTF-8"?>
<request >
<proj ect>[ Project |D]</project>
<action>[ Action nane] </ action>
<tinestanp>[Date and tinme of the request]</tinestanp>
<par ans>
[Additional paraneters if required by sel ected action]
</ par ans>
<si gn>[ Request si gnature]</sign>
</ request >

Response in general

<?xm version="1.0" encodi ng="UTF-8"?>
<r esponse>
<status>[request status]</status>
L - Additional paraneters if required by selected action
</ response>

4.2. List all available payment providers and their parameters (action
“paysystems”)

System contains about 10 thousand providers available for payments and the number constantly increases. Up-to-date
information is available via API.

This action returns an actual list of service providers available for payments and additional parameters required for making
payments towards recipients in these payment provider’s systems.

Sample list of providers:

Paysystem* Title Minimum payment Maximum Description RegExp**
payment
1 WebMoney WMR 10.00 15000.00 Wallet number /AN [rR][\d]{10,12}
$/
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10

12

13

14

15

16

17

18

19

21

22

23

24

25

26

27

QIWI-Wallet
Russia

MTS (Russia)

Megaphone
(Russia)

Beeline (Russia)

GoodLine
SIM-card

TELE2 (Russia)

Cash transfer
MasterCard Money
Send (MCMS)

Tricolor TV

MTS (Ukraine)
Beeline (Ukraine)
Life:) (Ukraine)
MTC (Belorussia)

Velcom
(Belorussia)

Diallog
(Belorussia)

Life:) (Belorussia)
WebMoney WMR
NTV+

WebMoney WME
WebMoney WMZ
WebMoney WMU

QIWI-Wallet
Ukraine

QIWI-Wallet
Belorussia

QIWI- Wallet
Kazakhstan
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10.00

10.00

10.00

10.00

50.00

10.00

10.00

10.00

10.00

10.00

10.00

10.00

10.00

10.00

10.00

10.00

1.00

1.00

1.00

10.00

10.00

10.00

15000.00

15000.00

15000.00

15000.00

15000.00

15000.00

14831.00

15000.00

15000.00

15000.00

15000.00

15000.00

15000.00

15000.00

15000.00

15000.00

Wallet number

15000.00

15000.00

15000.00

QIWI-wallet
number (phone
number wallet is
registered to)

Phone number

Phone number

Phone number

Phone number
(437 25XXXXXXX)

Phone number

Phone number

Homep JlnyHoro
cyeTta

Phone number
Phone number
Phone number
Phone number

Phone number

Phone number

Phone number
Wallet number
Account number
Wallet number
Wallet number
Wallet number

QIWI-wallet
number (phone
number wallet is
registered to)

QIWI-wallet
number (phone
number wallet is
registered to)

QIWI-wallet
number (phone
number wallet is
registered to)
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/~[\dI{10}$/

/NNdI{10} 8/
/~N\dI{10} 8/

/M NdI{10} 8/
/73725[\d{7}$/

/MN\dI{10}$/
/~((5[1-51\d{4}|6
77189)\d{10}|(5[
06-8]|6\d)\d{14}(
\d{2,3})?)$/

/NINdI{12} 8/

/7~38[\d]{9,10}$/
/NNdI{10} 8/
/M \dI{10} 8/
/~N\dI{10} 8/
/~N[\d]{10}$/

/NNdI{10} 8/

/~[\d]{10}$/

/NIRINI{12} 8/
/NNdI{10} 8/

/M eEINdI{12}$/
/™ zZ]\d1{12}$/
/M uUINd1{12}$/
/7 38[\dI{9,10}$/

/737[\d]{9,10}$/

/~771\dI{9,103$/
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28 QIWI-Wallet 10.00 15000.00 QIWI-wallet /N\d]{10}$/
Russia number (phone
number wallet is
registered to)
29 QIWI- Wallet 10.00 15000.00 QIWI-wallet /7373[\d1{8,9}%/
Moldavia number (phone
number wallet is
registered to)

33 Yandex.Money 0.01 15000.00 Phone number /™M\d{11,15}$/
10322 Kazakhstan.ASTEL  1.00 14999.00 Phone number /N77[\d1{9,10}$/
12214 Beeline 1.00 14999.00 Phone number /N77[d1{9,10}%/

Kazakhstan

1000004 K-cell 10.00 15000.00 Phone number /AN77[\d]{9,10}$/
(Kazakhstan)

1000006 NEO (Kazakhstan) 10.00 15000.00 Phone number /N77[\d]{9,10}$/

* Paysystem ID.

** RegExp for parameter validation. For example, \d{10,12} means that it is allowed to use from 10 to 12 numbers in a row.

To request the list of available providers, a standard set of required parameters has to be sent.

Having processed the data, GSG System sends a response in XML format. Apart from required parameters, response contains the
following tags:

Parameter Description Format Mandatory
Tag “paysystem” (which wraps a payment system description) contains the following tags:
id Payment provider’s ID integer yes

tag Payment provider’s
mnemonic ID

string (255) no

alias
title Payment provider’s name string (255) yes
jhame Legal entity title string (255) no
region Region ID for the area this string (3) yes

provider operates in

min_amount Minimal payment amount decimal (11.4) pasgenutens yes
accepted by provider — Touka

max_amount Maximal payment amount decimal (11.4) pasgenutens yes
accepted by provider — Touka

account_name Hint for recipient ID string no

account_regexp Regular expression for string yes

197198, CaHkT-lMeTepbypr, np.

LDo6bpontwboea, a. 11, nut. b.

recipient ID validation. For
example, phone number

dengionlline.com, 8 800 200-03-20




8 800 200-03-20

Tag “params” contains the following tags, specific for the payment recipient:

name Parameter name; in payment  string no
request - tag name in params
node

For example, cardholder’s
first name, last name

descr Parameter description string no

For example, bank card
expiration date

regexp Regular expression for string no
parameter validation

For example, cardholder’s
phone number in
international format without
wyn

Example request

<?xm version="1.0" encodi ng="UTF-8"?>
<request >
<acti on>paysyst ens</ acti on>
<proj ect >1234</ proj ect >
<tinmestanp>1358429485</ti nest anp>
<si gn>d5f c59667f dae3f 97e7527beed553d80</ si gn>
</ request >

Example response (success)
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<?xm version="1.0" encodi ng="UTF-8"?>
<response>
<st at us>1</ st at us>
<ref erence>25235</ref erence>
<timestanp>1358429487</ti nest anp>
<paysyst ens>
<paysyst enr
<i d>23</id>
<t ag>webrmoneywre</t ag>
<titl e>WebMoney WWE</title>
<m n_anount >1. 00</ m n_anount >
<max_anount >0. 00</ max_anount >
<j name></ j nanme>
<account _nanme>Wl | et nunber </ account _nane>
<account _regexp>/"[zZ][\d] {12} %/ </ account _regexp>
<regi on>us</regi on>
</ paysyst en»>
<paysyst enr
<i d>31</id>
<t ag>skype</tag>
<title>Skype —recharge in USD</title>
<m n_anount >0. 00</ m n_anount >
<max_anount >15000. 00</ max_anount >
<j name></j nanme>
<account _name>Skype | ogi n</ account _nane>
<account _regexp>/"[a-zA-Z0-9\-\.\_]+%$/</account regexp>
<regi on>us</regi on>
</ paysyst en»>

</ paysyst ens>
</ response>

Example response (fail)

<?xm version="1.0" encodi ng="UTF-8"?>
<r esponse>

<stat us>14</ st at us>

<ref erence>25237</r ef erence>

<timest anp>1358430240</ti nest anp>
</ response>

4.3. List all currency conversion rates (action “rates”)
System handles up to 40 currencies. Up-to-date information about currency conversion rates is available via API.
This action returns conversion rate of one currency to another or of one currency to all other currencies in the system.

Sample currency conversion rate table:

Date BYR* EUR JPY usb

21.10.2012 0.0036 RUB** 40.1606 RUB 0.3880 RUB 30.7692 RUB
22.10.2012 0.0036 RUB 40.1606 RUB 0.3880 RUB 30.7692 RUB
23.10.2012 0.0036 RUB 40.3226 RUB 0.3882 RUB 30.8642 RUB
20.11.2012 0.0037 RUB 40.4858 RUB 0.3897 RUB 31.6456 RUB

* Currency name according to ISO 4217 (trigraph).
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** Table shows conversion rate of Russian RUR to all other currencies.

Apart from required parameters, request for the list of currency conversion rates requires the following tags in “params” node:

Parameter Description Format Mandatory
date_from Beginning of the period for Date yes
which conversion rates areto  YYYY-MM-DD
be shown
date_to End of the period for which Date no
conversion rates are to be YYYY-MM-DD

If date_to not indicated,
conversion rates will be
shown up to current date

shown (including the date).

inclusive.
curr_from The currency OF string / integer yes
which conversion rates are to
be shown ISO 4217
curr_to The currency string / integer no
TO which conversion rates
ISO 4217 If curr_to not indicated, all

are to be shown ) ‘
conversion rates will be

shown for the currency
indicated in curr_from.

Having processed the data, GSG System sends a response in XML format. Apart from required parameters response contains the
node “rates” which wraps a list of nodes “rate” which in turn wraps a list of the following tags:

Parameter Description Format Mandatory
conversion_rate conversion rate for two decimal(11.4) delimiter — yes
currencies dot

Example request

<?xm version="1.0" encodi ng="UTF-8"?>
<request >
<action>rates</action>
<proj ect >1234</ pr oj ect >
<tinestanp>1358497465</ti nest anp>
<par ans>
<date_fronm»2012- 10- 18</date_frone
<date_t 0>2012-11- 28</ date_t 0>
<curr_frompusd</curr_frone
<curr_to>rub</curr_to>
</ par ans>
<si gn>28c361cc34b3a565928dbf 1d9d105447</ si gn>
</request >

Example response (success)
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<?xm version="1.0" encodi ng="UTF-8"?>
<response>
<st at us>1</ st at us>
<reference>12</reference>
<timestanp>1358497469</ti nest anp>
<rates>
<rate>
<dat e>2012- 10- 18</ dat e>
<curr_fron»840</curr_frone
<curr_to>643</curr_to>
<conver si on_r at e>30. 3727</ conver si on_r at e>
</rate>
<rate>
<dat e>2012- 10- 19</ dat e>
<curr_fron»840</curr_frone
<curr_to>643</curr_to>
<conver si on_r at e>30. 3727</ conver si on_r at e>
</rate>
</rates>
</ response>

Example response (fail)

<?xm version="1.0" encodi ng="UTF-8"?>
<response>
<stat us>15</ st at us>
<ref erence>25150</r ef er ence>
<timest anp>1358330820</ti nest anp>
</ response>

4.4, Check main account’s balance (action “main_balance”)

This action returns the main account’s balance in the main account’s currency.
To check main account’s balance, a standard set of required parameters has to be sent.

Having processed the data, GSG System sends a response in XML format. Apart from required parameters, response contains the
following tags:

Parameter Description Format Mandatory

balance Main account’s balance in decimal yes
main account’s currency

currency Main account’s currency code  string / integer yes

ISO 4217

Example request

<?xm version="1.0" encodi ng="UTF-8"?>
<request >

<acti on>mai n_bal ance</ acti on>

<proj ect >1234</ pr oj ect >

<tinmest anp>1358428855</ti nest anp>

<si gn>9a5dd480ba0901cf 9854a035652b4094</ si gn>
</ request >

Example response (success)
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<?xm version="1.0" encodi ng="UTF-8"?>
<response>
<stat us>1</stat us>
<ref erence>25231</ref erence>
<timestanp>1358428857</ti nest anp>
<bal ance>105800. 95</ bal ance>
<currency>643</currency>
</ response>

Example response (fail)

<?xm version="1.0" encodi ng="UTF-8"?>
<r esponse>

<status>17</stat us>

<ref erence>25224</r ef erence>

<tinestanp>1358426231</ti nest anp>
</ response>

4.5. Payment pre-check (action “check”)

This action verifies that there is enough funds to make a payment and that specified recipient exists in payment provider’s
system. An invoice is created as a result of this action.

Apart from required parameters, request for payment pre-check requires the following tags in “params” node:

Parameter Description Format Mandatory
txn_id Transaction ID in project’s string (255) no
system
If the parameter is present it
NB: Transaction ID must be may be used in actions “pay”
unique, otherwise request and “pay_status”.

will result in error 25
“Duplicate transaction ID”

paysystem Payment provider ID in GSG integer / string yes
system
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account Recipient ID in payment integer / string yes
provider’s system (for

example, card number) Some additional nodes should

be present in “params” node
of check action request when
creating an invoice for
MasterCard Money Send
(VMT/MCMS) payment:

® name (string) — Last
name, First name and
Patronymic (as specified
on the card);

® expiry (integer) — card’s
expiration date (MMYY);

® phone (integer) —
Recipient’s phone
number with country
code (without +);

® account (integer) —
card’s number in the
following format:

/N INdI{16}4/.

For Contact payment
additional nodes are the
following:

® point_id (string) —
payment point ID;

® account (string) —
payment recepient’s Last
name, First name.

amount Payment amount integer / double (4) no

If payment amount is not
present in this action it
should be specified in “pay”
action request;

If payment amount is not
present response will contain
conversion rate from request
currency to payment
provider’s currency.
Otherwise information about
conversion will be shown.

currency Payment request’s currency string / integer no (yes for payouts from

code regional accounts)
ISO 4217

If payment currency is not
present in this action’s
request System takes main
account’s currency as
payment currency.
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Having processed the data, GSG System sends a response in XML format. Apart from required parameters, response contains the
following tags:

Parameter Description Format Mandatory

invoice Invoice ID; has to be integer yes
specified in pay action
request or pay_status action

request
income currency="XXX" Payment amount and integer (amount); yes
currency
integer / string ISO 4217
(currency)
amount currency="XXX" Payment amount in main integer (amount); yes

account’s currency
integer / string ISO 4217

(currency)

outcome currency="XXX" Payment amount in payment integer (amount); yes

provider’s currency
integer / string ISO 4217

(currency)
rate income="XXX" Conversion rates: decimal(11.4) delimiter — yes
outcome="XXX" total="XXX" income — from payment dot

request currency into main
account’s currency;

outcome — from main
account’s currency into
payment provider’s currency;
total — from payment
request currency into
payment provider’s currency

Example request

<?xm version="1.0" encodi ng="UTF-8"?>
<request >
<action>check</ action>
<proj ect >1234</ pr oj ect >
<timestanp>1360928308</ti nest anp>
<par anms>
<t xn_i d>511ele34d785b</t xn_i d>
<paysyst enm>654321</ paysyst en>
<account >user @er ver. conx/ account >
<anount >12. 34</ anount >
</ par ans>
<si gn>deb5627204b9e604d4582e80424f 8eeb</ si gn>
</ request >

Example response (success)
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<?xm version="1.0" encodi ng="UTF-8"?>
<response>

<st at us>1</ st at us>

<ref erence>501582</r ef erence>

<timestanp>1360928308</ti nest anp>

<i nvoi ce>30876</i nvoi ce>

<income currency="643">12. 34</i ncone>

<anount currency="643">12. 34</ anount >

<out conme currency="643">12. 34</ out cone>

<rate inconme="1" outcone="1" total ="1"></rate>
</ response>

Example response (fail)

<?xm version="1.0" encodi ng="UTF-8"?>
<response>

<status>19</ st at us>

<reference>198</ref erence>

<timest anp>1358259068</ti nest anp>
</ response>

4.6. Pay an invoice (action “pay”)
This action pays an invoice created by preceding “check” action.
Please note: This request must contain the invoice ID obtained with “check” action request.

Apart from required parameters, request for paying an invoice requires the following tags in “params” node:

Parameter Description Format Mandatory
invoice Invoice ID from check action integer yes
response . )
“Pay” action requires at least
txn_id Transaction ID in project’s string(255) one of these two parameters.
system Parameter “invoice” overrides
“txn_id”.
amount Payment amount integer /double(4) no
currency Payment request’s currency string / integer Please note: "currency" node
code is mandatory when paying
ISO 4217

from regional account.

See comments to this tags in
action “check”.

If these parameters have
been specified in “check”
action their values are
ignored in “pay” action.

Please note: If “check” action request has had no payment amount and currency ("amount" and "currency" nodes), they are to be
specified in “pay” action request as nodes “params\amount” and “params\currency” respectively.

Having processed the data, GSG System sends a response in XML format. Apart from required parameters, response contains the
following tags:
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Parameter Description Format Mandatory

income Payment amount in request’'s  decimal(11.4) delimiter — yes
currency dot

rate Conversion rate decimal(11.4) delimiter — yes
dot

amount Payment amount in main decimal(11.4) delimiter — yes
account’s currency dot

outcome Payment amount in payment decimal(11.4) delimiter — yes
provider’s currency dot

fee DengiOnline’s fee amount decimal(11.4) delimiter — yes
dot

Example request (invoice)

<?xm version="1.0" encodi ng="UTF-8"?>
<request >

<acti on>pay</ action>

<proj ect >1234</ proj ect >

<tinmestanp>1360928335</ti nest anp>

<par ans>

<i nvoi ce>30876</i nvoi ce>

</ par ans>
<si gn>dc1917f bb55f f c6012b5b1558a628813</ si gn>
</ request >

Example request (txn_id)

<?xm version="1.0" encodi ng="UTF-8"?>
<r equest >

<action>pay</action>

<proj ect >1234</ pr oj ect >

<tinest anp>1360928335</ti nest anp>

<par ans>

<t xn_i d>511ele34d785b</txn_i d>

</ par ans>
<si gn>dc1917f bb55f f c6012b5b1558a628813</ si gn>
</request >

Example response (success)

<?xm version="1.0" encodi ng="UTF-8"?>
<response>
<st at us>1</ st at us>
<ref erence>501583</r ef erence>
<timestanp>1360928334</ti nest anp>
<i nvoi ce>30876</ i nvoi ce>
<i ncone>12. 34</i ncone>
<rate>1</rate>
<anount >12. 34</ anount >
<out cone>12. 34</ out cone>
<fee>-0.617</fee>
</response>
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Example response (fail)

<?xm version="1.0" encodi ng="UTF-8"?>
<response>
<stat us>18</ st at us>
<ref erence>25063</r ef erence>
<timestanp>1358265477</ti nest anp>
</ response>

4.7. Payment status check (action “pay_status”)

This action returns payment status by invoice ID or transaction ID.
There are 5 possible statuses:

- new transaction,

- processing,

- pending,

- paid,

- payment error.

Apart from required parameters, request for payment status check requires the following tags in “params” node:

Parameter Description Format Mandatory
invoice Invoice ID from check action integer yes
response
“Pay_status” action requires
txn_id Transaction ID in project’s string (255) at least one of these two
system parameters. Parameter

“invoice” overrides “txn_id".

Having processed the data, GSG System sends a response in XML format. Apart from required parameters, response contains the
following tags:

Parameter Description Format Mandatory
pay_status Transaction status: string (255) yes

new — new transaction, not
processed yet;

processing — transaction is
being processed by DOL;

pending — transaction is
being processed by payment
provider;

paid — payment successful;

error — payment error.
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income Payment amount in request’'s  decimal(11.4) delimiter — no
currency dot
rate Conversion rate decimal(11.4) delimiter — no
dot
amount Payment amount in main decimal(11.4) delimiter — no
account’s currency dot
outcome Payment amount in payment decimal(11.4) delimiter — no
provider’s currency dot
fee DengiOnline’s fee amount decimal(11.4) delimiter — no
dot
ts_create Date and time of invoice Date YYYY-MM-DD no
creation HH:MM:SS
ts_close Date and time of payment Date YYYY-MM-DD no
HH:MM:SS

Example request

<?xm version="1.0" encodi ng="UTF-8"?>
<request >

<action>pay_status</action>

<proj ect >1234</ proj ect >

<tinestanp>1358268163</ti nest anp>

<par ans>

<i nvoi ce>30080</i nvoi ce>

</ par ans>
<si gn>2c4a5a47b6f f 89320a61330eac853f 81</ si gn>
</ request >

Example response (success)

<?xm version="1.0" encodi ng="UTF-8"?>

<r esponse>
<status>1</stat us>
<ref erence>25107</r ef erence>
<tinmestanp>1358268162</ti nest anp>
<pay_st at us>pai d</ pay_st at us>
<i ncone>10. 0000</ i ncone>
<anount >10. 00</ anount >
<out cone>10. 00</ out cone>
<f ee>0. 0000</ f ee>
<rat e>1. 0000</r at e>
<ts_create>2013-01-15 20:41:48</ts_create>
<ts_cl 0se>2013-01-15 20:42:06</ts_cl ose>

</ response>

Example response (fail)

<?xm version="1.0" encodi ng="UTF-8"?>
<response>
<stat us>22</ st at us>
<ref erence>25108</r ef erence>
<timestanp>1358268196</ti nest anp>
</ response>
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4.8. List of response codes and their descriptions (action “errors”)

On action completed successfully or failed, relevant notification is sent. The notification contains response code, response index
and description. This action returns the list of all response codes with their indexes and descriptions.

Response codes

Code
OK
IN_PROGRESS

POSTPONED

BAD_XML

BAD_REQUEST

AUTH_FAILED

NO_PROJECT

NOT_ALLOWED

NOT_ENOUGH_MONEY
BAD_ACTION
BAD_PAYSYSTEM
BAD_ACCOUNT

BAD_PARAM

BAD_CURRENCY
BAD_INVOICE
PS_ERROR
DUPLICATE_PAYMENT
DUPLICATE_TXN
BAD_AMOUNT
AMOUNT_TOO_SMALL
AMOUNT_TOO_BIG
BAD_TXN_ID
EMPTY_SIGNATURE
WRONG_SIGNATURE

EMPTY_REQUEST
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Index

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

29

30

31

32

Description
Operation performed successfully
Request is being processed

Operation is postponed, to be completed
later

Malformed XML request

Incorrect request: mandatory nodes are
missing

Authentication failed: Incorrect project
ID or signature

Incorrect project ID

Outgoing payments are forbidden for
this project ID

Not enough funds

Incorrect action

Incorrect payment provider ID
Params\account node failed validation

One of additional params nodes failed
validation

Incorrect currency ID

Incorrect invoice ID

Payment provider error

Duplicate invoice payment
Duplicate transaction ID

Incorrect amount

Payment amount is below minimal
Payment amount is above maximal
Incorrect transaction ID

Signature is missing

Incorrect signature

Request may not be empty
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DISABLE_REGIONAL_BALANCES 33 Regional accounts are disabled

WRONG_EXPIRATION_DATE 97 Invalid card expiration date

WRONG_CARDHOLDER_NAME 98 Invalid cardholder name

CANCELED 99 Payment canceled

PS_CHECK_FAILED 100 Check failed on payment provider side

BAD_NUMBER_RANGE 101 Phone number doesn’t belong to
specified payment provider

BAD_CARD_NUMBER 102 Invalid card number

BAD_LIMITS 103 Recipient’s wallet limit exceeded

WM_WALLET_NOT_FOUND 104 WebMoney wallet is not found

ACCOUNT_NOT_EXISTS 105 Skype account was not found

INVALID_EMAIL 108 Invalid e-mail

INVALID_PHONE 109 Invalid phone number

SECURITY_CHECK_FAILED 110 Suspected fraud

PS_PAY_FAILED 200 Payment failed

ACCOUNT_BLOCKED 202 Recipient’s account is blocked

LIMITS_EXCEEDED 203 Payment limit exceeded for recipient’s
account

SKYPE_INTERNAL_ERROR 204 Skype internal server error

PS_UNAVAILABLE 997 Payment rejected by payment provider

FORBIDDEN 999 Access denied

INTERNAL_ERROR 1000 Internal error

To request the list of response codes, a standard set of required parameters has to be sent.

Having processed the data, GSG System sends a response in XML format. Apart from required parameters response contains the
node “errors” which wraps a list of nodes “error” which in turn wraps a list of the following tags describing a response code:

Parameter Description Format Mandatory
id Notification humber integer yes
descr Message text string (255) yes

Example request

<?xm version="1.0" encodi ng="UTF-8"?>
<request >
<action>errors</action>
<proj ect >1234</ pr oj ect >
<tinmestanp>1358429001</ti nest anp>
<si gn>f 511d60cch6508f ah9a6227e8500e23f </ si gn>
</ request >
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Example response (success)

<?xm version="1.0" encodi ng="UTF-8"?>
<r esponse>
<stat us>1</stat us>
<ref erence>25233</r ef erence>
<timest anp>1358429003</ti nest anp>
<errors>
<error>
<descr>Success</ descr >
<id>1</id>
</error>
<error>
<descr>Qperation in progress</descr>
<i d>2</id>
</error>
</ errors>
</ response>

Example response (fail)

<?xm version="1.0" encodi ng="UTF-8"?>
<r esponse>
<stat us>14</ st at us>
<ref erence>25234</ref erence>
<tinmest anp>1358429309</ti nest anp>
</ response>

4.9. Operations with regional accounts

If Merchant chooses regional accounts variant (see 3.2. GSG workflow) it's necessary to contact DOL for activating appropriate
workflow in GSG system. On activating it becomes available to make payments from a regional account provided that sufficient
funds have been transferred to the regional account from the main one.

4.9.1. Regional account’s properties

Funds may be transferred from main to regional account via API (see 4.9.3. Transfer funds between main account and regional
accounts (action “balance_transfer”)). Then funds are stored in regional account’s currency with conversion rate being fixed at the
moment of the transfer. From now on conversion fee is not retained whenever regional account issues a payment toward a
provider.

Regional account’s funds are stored in regional account’s currency and main account’s currency at the same time; average
weighted conversion rate method is used for any operations issued. Hence Merchant can request payments in both main account’s
currency and regional account's currency that makes payment amounts clear.

Example:

Merchant transfers $500 to main account’s balance, then requests to transfer the funds to a regional account in RUR. Provided
that conversion rate RUR/USD = 30 and DengiOnline’s fee is 1,5% DOL charges for Merchant’s regional account $500 in terms of
main account’s currency and 500 * 30 * (1 - 0.015) = RUR 14'775 in terms of regional account’s currency.
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Several days later the same Merchant transfers $1000 to main account’s balance, then requests to transfer the funds to a regional
account in RUR. Provided that conversion rate RUR/USD = 28 DOL charges for Merchant’s regional account $1000 in terms of
main account’s currency and 1000 * 28 * (1 - 0.015) = RUR 27'580 in terms of regional account’s currency.

Therefore Merchant’s RUR account stores $1500 and at the same time RUR42’355. Now on receiving payment request in a
convenient currency Merchant can pay out in the same currency without taking into account possible conversion rate changes.

In this case payment amount in regional account’s currency may be essentially different from the amount in main account’s
currency if converted by Central Bank of the Russian Federation’s conversion rate. The reason is that average weighted
conversion rate is used for payments. Thus all process members are exchange risk-proof as risks are passed on to payer which
should be informed about that at the moment of payment.

4.9.2. Check regional accounts’ balances (action “balances”)
This action returns the full list of regional accounts, their IDs and balances.

Example regional accounts’ balances list:

ID* Region Region account’s Region account’s Conversion rate
balance balance (RUB)
1 USD payouts 0.31 USD 9.85 RUB 0.0317
2 Russia 70.00 RUB 70.00 RUB 1.000
4 Belorussia 2655.81 BYR 9.85 RUB 269.6254
* Region ID

To request the list of regional account’s balances, a standard set of required parameters has to be sent.

Having processed the data, GSG system sends a response in XML format. Apart from required parameters response contains the
node “balances” which wraps a list of nodes “balance” which in turn wraps a list of the following tags describing a regional

account:
Parameter Description Format Mandatory
id Regional account’s ID integer yes
ISO 4217
title Regional account’s string yes
name/description
region Regional account’s ID string string (3) yes
ISO 4217
currency Regional account’s currency string (3) yes
ID
ISO 4217
amount Regional account’s balance decimal(11.4) delimiter — yes
dot

Example request
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<?xm version="1.0" encodi ng="UTF-8"?>
<request >
<acti on>bal ances</ acti on>
<proj ect >1234</ pr oj ect >
<timestanp>1358428634</ti nest anp>
<si gn>2067dd6adde29ea4c2867bab72f 79f a7</ si gn>
</request >

Example response (success)

<?xm version="1.0" encodi ng="UTF-8"?>
<r esponse>
<status>1</stat us>
<ref erence>25230</r ef erence>
<timestanp>1358428636</ti nest anp>
<bal ances>
<bal ance>
<id>1</id>
<title> </title>
<r egi on>usd</r egi on>
<anount >100288. 36</ anount >
<anmount _mai n>112666. 00</ anount _nai n>
<proj ect_i d>1234</ proj ect _i d>
<currency>840</currency>
<t ag>USD</ t ag>
</ bal ance>
<bal ance>
<i d>2</id>
<title></title>
<r egi on>r ub</regi on>
<anount >101830. 00</ anount >
<anount _mai n>101830. 00</ anobunt _nai n>
<proj ect_i d>1234</ proj ect_i d>
<currency>643</currency>
<t ag>RUB</ t ag>
</ bal ance>

</ bal ances>
</ response>

Example response (fail)

<?xm version="1.0" encodi ng="UTF-8"?>
<r esponse>

<stat us>31</ st at us>

<ref erence>25232</ref erence>

<tinest anp>1358428950</ti nest anp>
</ response>

4.9.3. Transfer funds between main account and regional accounts (action
“balance_transfer”)

This action initiates the transfer of funds from main account to specified regional account or from a regional account to main.

Please note: one of the request’s tags — either <to> or <from> — should take on the value “main” , that is to specify main
account. It's impossible to transfer funds from one regional account to another.
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Apart from required parameters, request for transfer between main and regional accounts requires the following tags in “params”

node:

Parameter Description

to Regional account’s ID

or “main” (without inverted
commas) in case of transfer
to main balance

from Regional account’s ID

or “main” (without inverted
commas) in case of transfer
from main balance

amount Transfer amount in main
account’s currency

Format
string (255)

ISO 4217

string (255)

ISO 4217

integer / double(4)

Mandatory

Yes when transferring from
main account to a regional
one

No when transferring from a
regional account to main

Yes when transferring from a
regional account to main

No when transferring from
main account to a regional
one

yes

Having processed the data, GSG System sends a response in XML format. Apart from required parameters response contains the

following tags:

Parameter Description

Main account’s balance after
the transfer

mainbalance

balance Regional account’s balance
after the transfer

rate Conversion rate used during
the transfer

fee DengiOnline’s fee amount

Example request for regional account replenishment

<?xm version="1.0" encodi ng="UTF-8"?>
<request >
<action>bal ance_t ransfer</action>
<proj ect >1234</ pr oj ect >
<timestanp>1358427275</ti nest anp>
<par ans>
<anount >10</ anount >
<fronpmai n</fron»
<t o>usd</t o>
</ par ans>
<si gn>28deed2262f 1f a211693234df b78739a</ si gn>
</ request >

Example response (success)
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Format

decimal(11.4) delimiter —

dot

decimal(11.4) delimiter —

dot

decimal(11.4) delimiter —

dot

decimal(11.4) delimiter —

dot

Mandatory

yes

yes

yes

yes
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<?xm version="1.0" encodi ng="UTF-8"?>
<response>
<status>1</stat us>
<reference>25227</ref erence>
<timestanp>1358427277</ti nmest anp>
<mai nbal ance>105497. 22</ nui nbal ance>
<bal ance>100298. 36</ bal ance>
<rat e>0.0328</rat e>
<f ee>0. 0049</ f ee>
</ response>

Example response (fail)

<?xm version="1.0" encodi ng="UTF-8"?>
<response>

<st at us>20</ st at us>

<ref erence>25229</r ef erence>

<timestanp>1358428173</ti nest anp>
</ response>

Example request for transfer from a regional account to main

<?xm version="1.0" encodi ng="UTF-8"?>
<r equest >
<action>bal ance_transfer</acti on>
<proj ect >1234</ pr oj ect >
<tinest anp>1358760068</ti nest anp>
<par ans>
<anount >10</ anount >
<fronpusd</fron>
<t o>mai n</t o>
</ par ans>
<si gn>f 8943458ebaaah421655af f b53546b62</ si gn>
</request >

Example response (success)

<?xm version="1.0" encodi ng="UTF-8"?>
<r esponse>
<status>1</stat us>
<ref erence>500406</r ef er ence>
<timestanp>1358760111</ti nest anp>
<mai nbal ance>98814. 17</ nai nbal ance>
<bal ance>100471. 95</ bal ance>
<rate>29.9171</rate>
<f ee>0. 0049</ f ee>
</ response>
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